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Roads go ever ever on,
Over rock and under tree,
By caves where never sun has shone,
By streams that never find the sea;
Over snow by winter sown,
And through the merry flowers of June,
Over grass and over stone,
And under mountains in the moon.

Roads go ever ever on
Under cloud and under star,
Yet feet that wandering have gone
Turn at last to home afar.
Eyes that fire and sword have seen
And horror in the halls of stone
Look at last on meadows green
And trees and hills they long have known.

The Road goes ever on and on
Down from the door where it began.
Now far ahead the Road has gone,
And I must follow, if I can,
Pursuing it with eager feet,
Until it joins some larger way
Where many paths and errands meet.
And whither then? I cannot say.

The Road goes ever on and on
Out from the door where it began.
Now far ahead the Road has gone,
Let others follow it who can!
Let them a journey new begin,
But I at last with weary feet
Will turn towards the lighted inn,
My evening-rest and sleep to meet.

J. R. R. Tolkien





Abstract

Data-driven fraud detection utilizes machine learning to automatically detect fraud-
ulent activities. Due to its scalability and strong generalization capabilities, it plays
a crucial role in securing online payment systems. Traditional fraud detection ap-
proaches, however, do not account for the possibility that fraudsters may adapt their
behavior to bypass the fraud detection system, which is a limitation they may exploit.
The study of adaptive attackers and of the defenses to employ against them is called
adversarial machine learning. In computer vision, adversarial attacks have proven to
be highly effective, leading to an arms race between attackers and defenders. The pro-
posed solutions, however, are generally application-specific, and their applicability to
the domain of credit card fraud detection is dubious, with only a handful of works try-
ing to apply adversarial techniques in this context. This thesis aims to bridge the gap
between credit card fraud detection and adversarial machine learning through three
main contributions:

– A systematic assessment of adversarial attacks through the lens of their appli-
cability to the context of credit card fraud detection. We discuss the impact
of transaction aggregations, concept drift, and attackers’ capabilities in secur-
ing fraud detection systems. We complement this analysis with an empirical
assessment of some of the most common attacks in adversarial machine learning
literature, showing how they struggle to adapt to the fraud detection domain due
to a fundamental misalignment between the threat models of the domain and
those for which the algorithms were designed.

– The first quantitative model of fraudsters in the fraud detection literature. This
analysis, backed by experiments performed on real industrial data, models fraud-
sters’ actions as a function of the information they may have access to, such as
the card they stole and the previous transactions performed with it. The re-
sulting model, showing the limitations of fraudsters’ knowledge about the cards
they steal, led to the development of two novel oversampling algorithms: MIMO
ADV-O and TimeGan ADV-O, capable of performing in line with other state-of-
the-art resampling algorithms. The ADV-O framework became the backbone of
this thesis model of fraudsters’ capabilities and knowledge.

– The design of a new adversarial attack for credit card fraud detection, called
FRAUD-RLA. FRAUD-RLA employs reinforcement learning to generate fraud-
ulent transactions efficiently. The algorithm takes into account the specificities
of fraud detection to operate under limited knowledge and capabilities, thereby
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maximizing the collected reward over time. FRAUD-RLA is designed to provide
an example of a family of RL-based adversarial attacks we should be aware of,
and be an assessment tool for the security of fraud detection systems.

Our analysis reveals that credit card fraud detection exhibits several peculiarities that
render traditional adversarial attacks ineffective due to the limited attackers’ knowledge
and other domain-specific constraints. However, we also show how it is possible to
design domain-specific attacks using reinforcement learning as a tool. Overall, this
thesis highlights the necessity of further studying the adversarial security of fraud
detection engines and provides a framework for modeling, understanding, and assessing
the threat.



Résumé

La détection des fraudes basée sur les données utilise l’apprentissage automatique pour
détecter les activités frauduleuses. Grâce à son évolutivité et à ses solides capacités de
généralisation, elle joue un rôle crucial dans la sécurisation des systèmes de paiement
en ligne. Les approches traditionnelles de détection des fraudes ne tiennent toutefois
pas compte de la possibilité que les fraudeurs adaptent leur comportement pour con-
tourner le système de détection des fraudes, ce qui constitue une limite dont ceux-ci
peuvent tirer parti. L’étude des attaquants adaptatifs et des défenses à mettre en œu-
vre contre eux est appelée adversarial machine learning. Dans le domaine de la vision
par ordinateur, les attaques adversariales se sont révélées très efficaces, entraînant une
course entre les attaquants et les défenseurs. Les solutions proposées sont toutefois
généralement spécifiques à une application donnée et leur applicabilité au domaine
de la détection des fraudes à la carte de crédit est discutable, seules quelques études
ont jusqu’alors tenté d’appliquer des techniques adversaires dans ce contexte. Cette
thèse vise à combler l’écart entre la détection des fraudes bancaires et l’apprentissage
automatique antagoniste grâce à trois contributions principales :

– Une évaluation systématique des attaques adversariales sous l’angle de leur ap-
plicabilité au contexte de la détection des fraudes bancaires. Nous discuterons de
l’impact des agrégations de transactions, du glissement conceptuel et des capacités
des attaquants sur la sécurité des systèmes de détection des fraudes. Nous com-
pléterons cette analyse par une évaluation empirique de certaines des attaques
les plus courantes dans la littérature sur l’apprentissage automatique antago-
niste, montrant comment elles peinent à s’adapter au domaine de la détection
des fraudes en raison d’un décalage fondamental entre les threat models de ce
domaine et ceux pour lesquels les algorithmes ont été conçus.

– Le premier modèle quantitatif des fraudeurs dans la littérature sur la détection
des fraudes. Cette analyse, étayée par des expériences menées sur des données in-
dustrielles réelles, modélise les actions des fraudeurs en fonction des informations
auxquelles ils peuvent avoir accès: carte de crédit volée ou transactions précédem-
ment effectuées avec celle-ci. Le modèle obtenu, lequel montre les limites des
connaissances des fraudeurs sur les cartes qu’ils volent, a conduit au développe-
ment de deux nouveaux algorithmes de suréchantillonnage : MIMO ADV-O et
TimeGan ADV-O, tous deux capables de fonctionner à l’instar d’autres algo-
rithmes de rééchantillonnage de pointe. Le cadre ADV-O est devenu la colonne
vertébrale de la modélisation des capacités et connaissances des fraudeurs utilisée
dans cette thèse.
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– Conception d’une nouvelle attaque adversariale pour la détection des fraudes ban-
caires, appelée FRAUD-RLA. FRAUD-RLA utilise reinforcement learning pour
générer efficacement des transactions frauduleuses. L’algorithme tient compte
des spécificités du problème de la détection des fraudes pour fonctionner avec des
connaissances et des capacités limitées, maximisant ainsi la récompense collectée
au fil du temps. FRAUD-RLA est conçu pour fournir un exemple d’une famille
d’attaques adversariales basées sur l’apprentissage par renforcement dont il nous
faut tenir compte , et pour servir d’outil d’évaluation de la sécurité des systèmes
de détection des fraudes.

Notre analyse révèle que la détection des fraudes à la carte de crédit présente plusieurs
particularités qui rendent les attaques adversariales traditionnelles inefficaces, de part
les connaissances limitées des attaquants ou d’autres contraintes spécifiques à ce do-
maine. Cependant, nous montrons également comment il est possible de concevoir
des attaques spécifiques au domaine en utilisant les outils offerts par l’apprentissage
par renforcement. Dans l’ensemble, cette thèse souligne la nécessité d’étudier plus en
profondeur la sécurité adversariale des moteurs de détection des fraudes et fournit un
cadre pour modéliser, comprendre et évaluer les menaces auxquelles fait face la sécurité
bancaire.
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Chapter 1

Introduction

The increased digitalization of our economy has led to a progressive shift from cash
to online and card payments, with cash accounting for only 39% of retail purchases
in Belgium in 2024, down from nearly 45% in 2022 1. In the first half of 2022, credit
card payments in the euro area accounted for over 36 trillion euros 2. Digital payments
offer numerous advantages, facilitating convenient money transfers and contributing
to the rise of the modern data economy. The growth of digital payments, however,
has raised worries over the risks posed by financial fraud. Unauthorized credit card
payments, also known as frauds, are particularly concerning. The impact of payment
fraud can be profound, affecting multiple levels of the financial system. Banks face
rising costs associated with fraud prevention, reimbursement, and security upgrades.
Consumers may lose trust in digital payments, leading to hesitation in adopting new
technologies. Additionally, regulatory bodies must continuously update and enforce
expensive security measures to protect both businesses and individuals from emerging
threats. Furthermore, online transactions and e-commerce have made it easier for
criminals to exploit vulnerabilities, as many online payments require only card details
rather than the physical card itself. Hence, scenarios where a physical card is not used,
known as Card-not-present (CNP) [92], have become the dominant form of payment
fraud, posing a significant risk to online transactions [12] and accounting for over a
billion euro loss in the EU in 2018, almost 80% of the total value of fraud (see Figure
1.1).

The need to mitigate the economic impact of financial fraud has prompted researchers
and companies to develop solutions that combat this phenomenon. At a high level,
we can identify two main strategies [43]: fraud prevention, which focuses on designing
safe-by-design payment systems, and fraud detection, where fraudulent transactions
are identified when attempted. Fraud prevention includes measures such as the Card
Verification Method (CVM), which verifies cardholder details and ensures legitimacy,
as well as Personal Identification Numbers (PINs) and 3D Secure (3DS), which require
users to verify their identity through a one-time password or biometric authentication
before completing online payments.

Despite the effectiveness of preventive measures, fraud cannot always be stopped before
it happens. Fraud detection systems are, therefore, essential for ensuring the security
of payment systems. A straightforward approach to detecting fraudulent transactions
is through human inspection; investigators can observe a transaction, investigate its

1Cash payments continue to fall, frustration with ATM availability remains high in Belgium
2Payments statistics: first half of 2023

3

https://www.nbb.be/en/news-events/cash-payments-continue-fall-frustration-atm-availability-remains-high-belgium
https://www.ecb.europa.eu/press/stats/paysec/html/ecb.pis2023~b28d791ed8.en.html


4 Chapter 1. Introduction

Figure 1.1: Evolution of the total value of card fraud using cards issued within SEPA from
2014 to 2018. Card-not-present frauds account for the vast majority of reported frauds. Image
taken from the ECB 6th report on card fraud.3

origin, and determine whether it is genuine or fraudulent. Such an approach, however,
is impossible to implement at scale: the sheer volume of transactions processed every
day far exceeds the number of investigators companies can reasonably hire for the job.
A second approach involves designing a set of expert rules, which can be automati-
cally applied to check every transaction cost-effectively. These rules can be simple,
such as blocking all transactions involving a known malicious entity, or complex and
statistically based, such as blocking transactions whose amount is a statistical outlier.
This rule-based approach is cost-effective and straightforward, but it struggles with
detecting complex patterns, making more advanced solutions a necessity [92].

1.1 Machine Learning and fraud detection

In rule-based fraud detection, experts establish a set of rules that should automatically
trigger an alarm and apply them to each transaction entering the system. This type
of work relies on human-crafted algorithms and works well when the rules are clear
and relatively stable. In some cases, however, explicit programming is impractical or
insufficient, and we need the program to learn the optimal behavior from data auto-
matically. This approach is known as machine learning (ML), a subfield of computer
science that intersects closely with statistics and probability theory. In machine learn-
ing, the programmer defines the task, the evaluation metric, and a learning approach.
The goal of the machine learning algorithm is to improve its performance on the task
through some training experience rather than relying solely on hard-coded rules [112].
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Figure 1.2: Conventional programming (left) and supervised machine learning (right). In
conventional programming, rules (the program) and data are combined to produce outputs,
whereas in machine learning, data and outputs are used to learn the program (model).

Machine learning can be categorized into three main subtypes: supervised, unsuper-
vised, and reinforcement learning. Supervised learning is defined as estimating the
unknown model that maps known inputs to unknown outputs. In turn, supervised
approaches can be divided into classification and regression. The former learn to asso-
ciate an input with a class automatically, the latter learn the relationship between the
input and a continuous variable output [21]. In many real-world scenarios, supervised
learning is not a viable solution. In these cases, we can still infer valuable information
directly from the data itself. Even without explicit supervision, patterns and structures
in the data can be identified and exploited to gain insight. Examples of unsupervised
learning applications include anomaly detection, where observations are monitored to
identify any anomalous patterns [35], and synthetic data generation, where machine
learning algorithms learn to produce new data from scratch with similar characteris-
tics to those they have been trained on [68]. Finally, in applications such as robotics
and gaming, the task is not to learn from a dataset, but to optimize a strategy learn-
ing from experience. In these cases, reinforcement learning (RL) involves optimizing
the decision-making process of an agent who interacts with an environment. The RL
algorithm, also known as an agent, learns through trial and error how to select the
best policy that maximizes its reward over time [150]. Examples of RL problems are
teaching an agent to optimize navigation in a maze [154] and bandit algorithms, where
agents learn the best action among a pool of fixed-reward actions, each associated with
a stochastic label [91].

Fraud detection primarily relies on supervised learning methods, where models are
trained using historical transaction data labeled as either fraudulent or legitimate.
Specifically, it is an example of a classification problem, where the goal is to automati-
cally label a transaction as genuine or fraudulent [30, 43, 92, 26]. The system is provided
with historical data about credit card transactions, each labeled as either fraudulent
or legitimate. The model learns patterns associated with fraudulent behavior and can
subsequently flag new, unlabeled transactions that exhibit similar characteristics [92].

At a high level, online payments work as follows [92, 28, 45]. Cardholders own one or
more cards and can use a card they own to contact a terminal and perform a payment.
Sometimes, fraudsters can clone or steal a card and then use it to connect to a set
of vulnerable terminals and perform fraudulent payments. Certain terminals may be
more vulnerable due to relaxed security measures, outdated hardware, or their presence
in high-risk locations. Both genuine and fraudulent payments comprise an amount, a
timestamp, other transaction-specific features, and terminal and card identifiers. Cards
and terminals are also characterized by additional features, such as the country in which
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Figure 1.3: Fraud detection system, image taken from [28]. Transactions are analyzed through
a set of simple statistical rules and machine learning algorithms. Human investigators then
analyze the alerts raised by the previous parts of the pipeline.

the terminal is located or the type of card. Importantly, because terminals and cards
are assigned unique identifiers, fraud detection systems can leverage aggregated data
such as the average transaction amount at a specific terminal over the past week to
identify suspicious activity.

Payment processing companies collect transactions over time, enrich them with con-
textual information such as aggregations, and use them to build a training set of
transaction-label pairs. The training dataset is then used to train a previously selected
machine learning algorithm to automatically identify the patterns that distinguish gen-
uine and fraudulent transactions.

Despite its effectiveness, fraud detection is not limited to machine learning. Instead,
it comprises different layers: combining human-made rules to identify known patterns,
machine learning, and a careful use of human investigators. First, simple human-
made rules are used in real-time to block transactions that match known fraudulent
patterns [46]. Afterward, both machine learning and rule-based scoring strategies are
combined to flag suspicious activity retroactively. The combination of rule-based and
machine-learning solutions is designed to leverage the strengths of both approaches.
Rule-based approaches are simple to implement, interpretable, and are built on expert
knowledge, but they struggle with generalization. Machine learning, on the other hand,
can detect previously unseen fraudulent patterns, model complex data distributions,
and scale more easily to high-dimensional data. For this reason, data-driven methods
have remained a cornerstone of credit card fraud detection for over a decade. Finally,
human investigators are used to analyze the transactions highlighted by the previous
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layers of the pipeline. By focusing on a limited number of transactions, investigators
provide human insight and verify the validity of the alerts raised by the earlier layers.

Over the years, research on fraud detection has continually evolved to address the
numerous challenges that the fraud detection domain poses to practitioners. From the
challenge of training and evaluating machine learning algorithms on heavily unbalanced
datasets where genuine transactions far outnumber the fraudulent ones [28, 47] to
working in an ever-changing environment [122, 44], the numerous challenges have led
to continuous improvement in the machine learning components of fraud detection.

Research on fraud detection, however, has traditionally considered fraudsters’ behavior
as a statistical phenomenon, independent from the fraudulent system itself. This can
be a severe limitation: fraud involves malicious agents (the fraudsters/adversaries) who
actively adapt their behavior in response to the detection mechanisms they encounter.
When a strategy becomes ineffective, they can modify it. More critically, fraudsters
may design their attacks to explicitly seek weaknesses in the target model. The issue
of modeling the attacking patterns of an intelligent agent that adversarially adapts to
the deployed fraud detection systems remains a widely open problem.

1.2 Adversarial Machine Learning

As an increasing part of our life has moved online, the need to protect us from malicious
agents has led to an arms race between defenders and attackers in fields like spam
[42], malware [96], and intrusion detection [157]. Challenges that were once handled
through human analysis and rule-based discrimination are increasingly incapable of
reaching the required scalability our increasingly interconnected world requires. The
necessity of operating machine learning models in adversarial environments, where an
adversary actively works to cause the implemented model to behave differently from
its intended behavior, led to the creation of a new research field called Adversarial
Machine Learning (AML). Over the last two decades, adversarial machine learning has
become a research topic of increasing interest, particularly due to the significant initial
results obtained in the field of image recognition [125, 144].

At a very high level, adversarial machine learning can be defined as the study of how
machine learning algorithms can be attacked and defended [82]. Adversarial attacks can
be generally grouped into two main categories: poisoning attacks, which alter the train-
ing data to corrupt the learning process and cause the model to misbehave, and evasion
attacks, which focus on manipulating inputs at test time to fool the trained classifier
into making incorrect predictions [133]. A classic example of evasion attacks comes
from the image recognition domain, where researchers have discovered that slight, of-
ten unnoticeable modifications in an image can lead the classifier to predict the wrong
class for an image it would otherwise correctly predict [152, 29, 39] (see Figure 1.4).

Despite the remarkable results in computer vision, applying AML techniques to other
domains has proven particularly challenging. Studying adversarial attacks requires a
careful understanding of the threat posed by the attacker, where their goals, knowledge
level, and capabilities must be precisely defined before designing the attacks. Such a
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(a) Original Image (b) Perturbed Misclassified Image

Figure 1.4: Example of an adversarial attack on image recognition. The attack has been
generated using the implementation of the C&W attack [29]. On the left, the original image
and the label predicted by the classifier, on the right, the adversarially modified image and the
predicted label.

process, referred to as threat modeling [29, 33] from the equivalent concept in computer
security [147], has proven to be extremely application-specific, making domain adap-
tation of attacks (and therefore defenses) extremely challenging. For instance, some
attacks rotate or translate images [59]. The idea behind it is generalizable: such attacks
maintain the meaning of the original observation while performing successful attacks.
The attack, however, relies on an image-specific property: humans treat rotated and
translated images as the same object. Equivalents in applications such as fraud and
intrusion detection are not always immediately apparent.

Despite the best efforts of researchers, most applications remain relatively understudied.
In recent years, significant efforts have been made to extend the adversarial machine
learning literature to address the challenges of malware [78, 132] and intrusion detec-
tion [50], where researchers have developed new techniques to account for the distinct
nature of data and threat models. Despite this recent trend, however, credit card fraud
detection has received very little attention in the AML community, leaving the field
widely unexplored.

1.3 Motivations and aims

This work aims to bridge the gap between credit card systems and fraud detection
by presenting the first systematic exploration of their intersection in the literature.
We organize our approach around four main subgoals: (1) developing a new extensive
threat model for adversarial attacks in fraud detection, (2) providing a clear theoretical
and quantitative evaluation of how existing methods perform under this model, (3)
developing new adversarial attacks to test and improve the robustness of fraud detection
systems, and (4) discussing possible strategies to enhance fraud detection based on the
vulnerabilities uncovered.

We identify two primary benefits of conducting this analysis: enhancing the security
of credit card fraud detection systems and expanding our broader understanding of
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adversarial machine learning. From a fraud detection perspective, the importance is
evident: fraud detection engines operate in an intrinsically adversarial environment,
where intelligent attackers/fraudsters have the incentive to develop adaptive strate-
gies; analysing their adversarial robustness is a practical necessity for building resilient
systems.

Regarding adversarial machine learning, it is worth noting that the majority of research
has been conducted on a limited number of applications, primarily in a laboratory
setting, with few real-world case studies. This severely limits our understanding of
these threats in real-world applications, where machine learning models interact with
complex data pipelines. As such, their effectiveness in the real world remains an open
question. While this thesis has no pretense of providing a comprehensive guide on how
to study adversarial machine learning in real-world security applications, evaluating
and enhancing the robustness of realistic fraud detection use cases, as we do in this
thesis, can be an example for researchers facing similar issues in other fields, and can
ultimately be a small step towards transforming AML from a study on machine learning
models’ properties to a functioning security tool.

1.4 Thesis Contributions

Understanding the threat posed by adversarial attacks to fraud detection requires mul-
tiple steps: from threat modeling and assessing the effectiveness of existing approaches
to designing new attacks to test ideas that seem dangerous. We organize our work into
three main contributions, each presented in a paper and in a Section of Part II of this
work.

Contribution 1 The first major contribution of this thesis, presented in Chapter 5,
is a thorough analysis of the feasibility of existing adversarial approaches in the do-
main of fraud detection. The analysis is composed of two main parts: the theoretical
and the empirical. In the theoretical analysis, we discuss the primary challenges that
fraudsters encounter when targeting fraud detection systems and compare them to the
assumptions underlying most existing approaches. In the empirical analysis, we fo-
cus on a specific advantage fraudsters enjoy in the context of fraud detection, namely
the fact that, unlike in computer vision, most adversarial attacks do not need to fool
the human eye, given that investigators analyze only a small minority of the transac-
tions. We show experimentally that such attacks are not well-suited for the domain of
credit card fraud detection, highlighting a fundamental misalignment between existing
methods and the specific requirements of financial fraud scenarios. This contribution
highlights the primary differences between credit card fraud detection and previous
domains, discusses how existing approaches may perform in this setting, and provides
a baseline for the remainder of the thesis.

Contibution 2 In our second contribution, presented in Chapter 6, we partnered
with an industrial partner, Worldine SA, to study the behavior of fraudsters using real
historical transactions. Specifically, we developed the first quantitative model of fraud-
sters in the literature, called ADV-O, where we model fraudsters’ temporal behavior
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and how much it is influenced by previous transactions performed with the card they
steal. The analysis led to two main results: first, we showed how fraudsters employ
time-dependent strategies, but are generally not influenced by the card’s history, sup-
porting our hypothesis that most fraudsters do not have access to this information.
Second, we used our model to develop two new algorithms for enriching and balancing
the training set by generating new synthetic fraudulent transactions. The first, MIMO
ADV-O, captures the dependencies between consecutive fraudulent transactions on the
same card by training a multi-target regression model to predict transaction character-
istics based on previous events, thus enabling the generation of realistic synthetic fraud
data. The second, TimeGAN ADV-O, builds on the TimeGAN framework to model
chains of fraudulent transactions as time series. These algorithms form an oversampling
strategy with performance comparable to that of state-of-the-art methods.

Contribution 3 : Our final major contribution, presented in Chapter 7, proposes a
new adversarial attack for credit card fraud detection. We build upon the previous two
contributions to design a new threat model that aligns with fraudsters’ goals, knowl-
edge, and capabilities. We also design a new adversarial attack based on reinforcement
learning that utilizes this approach to bypass classifiers. This attack, called FRAUD-
RLA, is designed to maximize the attacker’s reward by optimizing the exploration-
exploitation trade-off and requiring significantly less knowledge than competitors. Our
experiments, conducted against a state-of-the-art fraud detection system, indicate that
FRAUD-RLA is effective, even considering the severe constraints imposed by our threat
model.

1.5 Activities Summary

This thesis was conducted under Grant 955895 of the HORIZON EUROPE Marie
Sklodowska-Curie Actions, and it involved a collaboration among four institutions: the
Université libre de Bruxelles (ULB), the Athena Research Center (ARC), the National
and Kapodistrian University of Athens (NKUA), and Worldine SA. As such, during
this period, I spent one year working at the ARC and was a research intern at Worldline
for three months in 2024, hosted by the company’s R&D department.

I attended multiple seminars at the ULB and participated in the four Schools organized
by the DEDS, as well as the 5th ACM Europe Summer School on Data Science. In 2022,
I collaborated in teaching the "Big Data: Distributed Data Management and Scalable
Analytics" course at the ULB. Between 2024 and 2025, I supervised a master’s student
in collaboration with Politecnico di Milano. Throughout my PH.D., I peer-reviewed
several papers for IEEE Access.

I have also supervised a Master’s student in collaboration with Politecnico di Milano,
leading to the development of a new adversarial attack against unsupervised feder-
ated learning, which we intend to submit to the International Conference on Machine
Learning (ICML) in January 2026. I participated in the "AI Cybersecurity Deephack:
Advance European Defence Capabilities" in April 2025. Our team proposed a solution
that included evasion attacks on phishing detectors and won second prize. More details
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on both contributions can be found in Chapter 8.

Finally, in collaboration with the DEDS consortium, I wrote a chapter for the forth-
coming book, which comprises the research of more than ten Ph.D. students [103].

Published papers

– Lunghi, D., Paldino, G. M., Caelen, O., & Bontempi, G. (2023). An adver-
sary model of fraudsters’ behavior to improve oversampling in credit card fraud
detection. IEEE access, 11, 136666-136679 [101].

– Lunghi, D., Simitsis, A., Caelen, O., & Bontempi, G. (2023, June). Adversarial
learning in real-world fraud detection: Challenges and perspectives. In Proceed-
ings of the Second ACM Data Economy Workshop (pp. 27-33) [104].

– Lunghi, D., Simitsis, A., & Bontempi, G. (2024, July). Assessing adversarial
attacks in real-world fraud detection. In 2024 IEEE International Conference on
Web Services (ICWS) (pp. 27-34). IEEE [102].

Submitted papers

– Lunghi, D., Molinghen, Y., Simitsis, A., Lenaerts, T., & Bontempi, G. (2025).
FRAUD-RLA: A new reinforcement learning adversarial attack against credit
card fraud detection. arXiv preprint arXiv:2502.02290. [100]. Paper submitted
to the IEEE Transactions on Dependable and Secure Computing.

Pre-prints

– Lunghi, D., Simitsis, A., & Bontempi, G. (Forthcoming). Adversarial Learning
for Fraud Detection. In G. Dejaegere, A. Abello, K. Torp and A. Simitsis (Eds.),
Data Engineering for Data Science. Springer. [103]

1.6 Presentations

The content of this work has been presented at the following venues:

– DEDS Winter School on "Ethical and Legal Aspects of Data" 2022, Athens,
Greece

– DEDS Summer School on "Big Data Analytics and Management" 2022, Cesena,
Italy

– DEDS Winter School on "Entrepreneurship and Innovation" 2023, Aalborg, Den-
mark

– Second ACM Data Economy Workshop 2023, Seattle, USA

– Summer School on "Applied Statistics" 2024 Barcelona, Spain
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– IEEE International Conference on Web Services (ICWS) 2024 Online

Internal dissemination at the ULB has also been an important part of this thesis,
with different aspects of this work presented to other researchers at the 1st IF@ULB
workshop, to students at the SmartMonday 4, and to University researchers at the ULB
Cybersecurity Seminar.

1.7 Code availability

In compliance with open science practices, the code of the contributions of this thesis
is published on the online platform GitHub. Whenever possible, the code is released
with instructions on how to generate or download the datasets used:

– For the paper "Assessing adversarial attacks in real-world fraud detection", Chap-
ter 5: Repository 1

– For the paper "An adversary model of fraudsters’ behavior to improve oversam-
pling in credit card fraud detection" Chapter 6: Repository 2

– For the paper "FRAUD-RLA: A new reinforcement learning adversarial attack
against credit card fraud detection" Chapter 7: Repository 3

1.8 Financial support

This thesis was supported by the HORIZON EUROPE Marie Sklodowska-Curie Ac-
tions under Grant 955895.

1.9 Thesis Outline

We structured this work into three parts. Part I introduces the background of this
research. We first present the machine learning foundations of this work in Chapter 2.
We then discuss, in Chapter 3, the problem of credit card fraud detection, and, in
Chapter 4, that of adversarial machine learning. We also describe the literature on
adversarial attacks in credit card fraud detection.

Part II contains our contributions, divided into three chapters. Chapter 5, which
presents the work of Contribution 1, begins by outlining the main challenges fraud-
sters face in credit card fraud detection and identifies the key questions that remain
unaddressed in previous literature. Chapter 6 and Chapter 7 introduce our second and
third contributions, respectively, describing the problems they address, the algorithms
developed, and the corresponding empirical results.

Finally, Part III concludes the thesis in Chapter 8 by summarizing the results of this
work, outlining their broader impact on adversarial machine learning, and discussing
promising future research directions to advance the adversarial robustness of fraud
detection systems.

4Event Link

https://github.com/FaramirHurin/Assessing-adversarial-attacks-in-real-world-fraud-detection
https://github.com/FaramirHurin/ADV-O
https://github.com/FaramirHurin/RL_Attack_September24
https://urlab.be/events/302
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1.10 Index of Abbreviations

Abbreviation Description
AML Adversarial Machine Learning
AMT Amount
BB Black Box
BRF Balanced Random Forest
C&W Carlini & Wagner
CSR Constrained Success Rate
ER Empirical Robustness
FD Fraud Detection
FDS Fraud Detection System
FGSM Fast Gradient Sign Method
FN False Negatives
FP False Positives
GAN Generative Adversarial Network
GRU Gated Recurrent Unit
MAE Mean Absolute Error
MDP Markov Decision Process
MIMO Multi-Input-Multi-Output
MISO Multi-Input-Single-Output
ML Machine Learning
MSE Mean Squared Error
(D)NN (Deep) Neural Network
PCA Principal Component Analysis
PGD Projected Gradient Descent
PO-MDP Partially Observable Markov Decision Process
PPO Proximal Policy Optimization
PR-AUC Area under the Precision-Recall Curve
RF Random Forest
RL Reinforcement Learning
RNN Recurrent Neural Network
SMOTE Synthetic Minority Oversampling Technique
SR Success Rate
SMDP Semi-Markov Decision Process
TN True Negatives
TP True Positives
TP@K Precision at Top K
TRX Transaction
VAE Variational Autoencoder
WB White Box

1.11 Index of Notations
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Symbol Description
n Size of input space
X Input space
m Size of output space
Y Output space
x Model input
y General output
D Dataset
DT R Training set
DT S Test set
ND Size of dataset D
t Time
f Classifier
fin Probability component of the classifier
fout argmax function
flogit Neural network classifier before normalization
fprob Softmax function
L Loss function
fθ Classifier with parameters θ
θ Parameters
◦ Function composition operator

Table 1.2: Notation Table: Supervised Machine Learning

Symbol Description
G Generator
D Discriminator
R Reconstructor
E Embedder
LG Generator loss
LD Discriminator loss

Table 1.3: Notation Table: Generative Adversarial Networks (GANs)

Symbol Description
S State space
A Action space
R Reward function
T Transition function
O Observation space
Ω Observation function
at Action executed at time t
st State at time t
πθ Policy with parameters θ

Table 1.4: Notation Table: Reinforcement Learning
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Symbol Description
ci Card of index i
mj Terminal of index j
xi,j,t Transaction performed with card ci on terminal mj at time t
C̄ Number of customers in the system
M̄ Number of terminals/merchants in the system
ψc(i, t) Function returning past transactions of a customer
ψm(j, t) Function returning past transactions of a terminal
Fi Customer’s or terminal’s features
x′(i, j, t) Controllable features of transaction xi,j,t

ϕ Feature engineering process

Table 1.5: Notation Table: Fraud Detection

Symbol Description
tinit Earliest possible attack time
tfinal Latest possible attack time
g Adversarial perturbation function
xadv Adversarial attack
d Distance metric
S Attack success indicator
B Attack perturbation budget
Catk List of compromised cards
Matk List of compromised merchants
k Constraints satisfaction function
ȳ Target class
f̂ Substitute model
Υ Set of valid transformations for problem space attacks

Table 1.6: Notation Table: Adversarial Machine Learning





Chapter 2

Machine Learning

2.1 Supervised machine learning

Supervised machine learning involves training an algorithm to automatically associate
inputs with corresponding outputs. This is achieved through a process called training,
where the algorithm is presented with a set of input-output pairs collectively known
as the training set. By learning from these examples, the algorithm builds a mapping
from inputs to outputs that allows it to make accurate predictions on new, unseen data
[20].

Formally, let us assume that there are an input space X ∈ Rn, where n is the size of
the input space, and an output space Y , where Y ∈ R for regression problems and
Y ∈ [0, 1]m for classification problems, where there are m classes. For classification, let
us assume that any output y ∈ Y can be represented using a one-hot encoding. This
means y is a vector in {0, 1}m such that:

y[j] =

1, if the input x belongs to class j,
0, otherwise.

(2.1)

Supervised learning assumes there exists an unknown function f ′ : X → Y which maps
each input x ∈ X to its corresponding output y ∈ Y .

A standard assumption in machine learning is that the data are generated in a station-
ary and stochastic manner, meaning each example (x, y) is drawn independently from
a fixed joint distribution:

p(x, y) = p(x)p(y | x) (2.2)

We further assume that each target value can be expressed through its expected value
E[y|x] = f ′(x) and its variance ε, where f ′ : X → Y is the true (discriminative)
function, and ε is a noise term that captures the variability or uncertainty in the
observations. The goal of supervised learning is to find a function f ∈ H, where
H is the hypothesis space of all possible functions from which f can be selected, that
approximates f ′, such that the predictions f(x) are close to the true outputs y according
to some loss function L. In classification, the learned function f is often structured in
two stages:

– fin : X → [0, 1]m, which maps inputs to a probability distribution over classes,

– fout : [0, 1]m → Y , which selects the predicted class label, often using argmax.

17
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Suppose we are given a training dataset:

D = (xi, yi)ND
i=1 ∼ p(x, y), (2.3)

where each (xi, yi) is drawn from the underlying distribution p(x, y) and ND denotes
the size of D. To select f , a procedure called training is started. Specifically, the
following steps should be taken:

– Decide hypothesis space H from which f can be selected.

– Decide a loss function L(·, ·), measuring the distance between the value y and the
predicted output f(x).

– Find the function fθ of parameters θ that minimizes the loss.

The ideal goal is to minimize the structural loss, i.e.,

θ∗ = arg min
θ

∫ ∫
L(y, fθ(x))dp(y|x)d(x) (2.4)

The true distributions p(y|x) and p(x) are unknown, making the direct optimization
infeasible. A proxy that can be used is the empirical loss, which, for a dataset D,
means:

θ∗ = arg min
θ

∑ND
i=1 L(yi, fθ(xi))

ND
(2.5)

where the denominator does not change the optimization process but makes the loss
computation independent from the size ND of D. In fact, the loss is generally computed
as the average loss, i.e., L =

∑ND
i=1 L(yi, f(xi)) We also refer to f(x) as ŷ.

2.1.1 Metrics

To evaluate the quality of a classifier f , we need appropriate evaluation metrics. These
metrics are necessary understand how well the model is performing, both during and
after training. Some metrics are used during the training process to guide the opti-
mization of the model’s parameters. Others are typically used after training to assess
the performance of the final classifier on a separate validation or test set. These evalu-
ation metrics help evaluating the model’s generalization ability and help in comparing
different classifiers.

Regression Regression evaluation is done in terms of distance, where the goal is
to minimize the distance (or error) between the predicted output f(x) and the real
outputs y. The two main approaches are the Mean Squared Error (MSE) and the
Mean Absolute Error (MAE), defined in Equations 2.6 and 2.7 respectively.

MSE(D, f) =
ND∑
i=1

(yi − f(xi))2

ND
(2.6)

MAE(D, f) =
ND∑
i=1

|yi − f(xi)|
ND

(2.7)
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Classification Classification metrics measure how well the classifier predicts the tar-
get class. For balanced problems, i.e., problems where all classes are broadly equally
represented, the most common metric is the prediction accuracy, which measures the
fraction of the data correctly predicted. We formally define the accuracy as:

ACC(D, f) =
ND∑
i=1

m∑
j=1

yi[j] · f(xi)[j]
ND

(2.8)

Note that for each class j yi[j] = 1 if j is the corrected class for xi and yi[j] = 0
otherwise, and ŷi[j] = 1 if j is the predicted class and ŷi[j] = 0 otherwise, meaning
that, for each couple (xi, yi), the numerator will increase by one only if yi = f(xi).

Accuracy measures the quality of the final prediction f(x), but, due to its discrete
nature, it cannot be optimized directly Therefore, it is often useful to also assess the
intermediate prediction fin(x), which provides a more granular view of classifier quality
and, thanks to its continuous nature, can be more suitable for facilitating the training
process. For this reason, the Cross-Entropy (CE) is often used to evaluate the quality
of the probability outputs. The CE is defined as:

CE(D, f) = − 1
ND

ND∑
i=1

m∑
j=1

yi[j] · log
(
fin(xi)[j]

)
, (2.9)

where ND is the number of data points and m is the number of classes.

Another natural way to evaluate classifiers is through the use of a confusion matrix.
his matrix compares the predicted values against the actual values in a dataset, where
each row represents the predicted class and each column the real class. In this case,
for a dataset D the value of each cell of row j and column i represents the number of
inputs x ∈ D that have class j and have been classifier as i, i.e. for which y[j] = 1 and
f(x)[i] = 1.

Binary classification Binary classifiers are often evaluated through the use of a
confusion matrix, where values are typically labeled as y = 1 (positive class) or y = 0
(negative class). The confusion matrix in this case categorizes predictions into four
groups: True Positives (TP), where the model correctly predicts f(x) = 1, True Neg-
atives (TN), where the model correctly predicts f(x) = 0, False Positives (FP), where
the model incorrectly predicts f(x) = 1, and False Negatives (FN), where the model
incorrectly predicts f(x) = 0.
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Figure 2.1: Confusion Matrix for a three-class classification problem. The values of the main
diagonal represent the inputs correctly classified by the classifier.

TP (D, f) =
ND∑
i=1

yi · f(xi)
ND

TN(D, f) =
ND∑
i=1

(1− yi) · (1− f(xi))
ND

FP (D, f) =
ND∑
i=1

(1− yi) · f(xi)
ND

FN(D, f) =
ND∑
i=1

yi · (1− f(xi))
ND

(2.10)

Starting from the confusion matrix, other important metrics can be defined: the Recall,
which measures the fraction of samples from the positive class that are detected, the
Precision, which measures the fraction of correctly raised alarms, and the F1 Score,
which combines the two metrics. The three equations are defined as:

PR(D, f) = TP
TP + FP

RC(D, f) = TP
TP + FN

F1(D, f) = 2 · PR · RC
PR + RC

(2.11)

Finally, the cross entropy (Equation 2.9, can be redefined for binary classification as
the Binary Cross Entropy (BCE), the formula of which is:

BCE(D, f) = −
ND∑
i=1

yi · log(fin(xi)) + (1− yi) · log(1− fin(xi))
ND

(2.12)
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TP FP

FN TN

Real Labels

1 0

Figure 2.2: Confusion Matrix elements for binary classification. The circle represents the
model’s prediction, with values inside the circle being predicted as positive (i.e., f(x) = 1).

2.1.2 Algorithms

Linear and logistic regression Linear regression assumes a linear relationship be-
tween the input and output. The resulting equation represents the output f(x) as:

f(x) = w · x+ b (2.13)

w is called weight vector, and b is the 5. The optimal values w∗ and b∗ are computed
minimizing the MSE over the training set D, i.e., as

w∗, b∗ = arg min
w′,b′

MSE(D,w · x+ b) (2.14)

Logistic regression is the extension of linear regression to classification. The algorithm
works as follows: first, the function f is represented by taking a linear function of the
input vector, so that

f(x) = σ(w · x+ b) (2.15)

where σ is the sigmoid function, defined as:

σ(x) = 1
1 + e−x

(2.16)
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Finally, both algorithms can be regularized by applying a penalization factor to the
magnitude of the weights.

w∗ = arg min
w
MSE(x) + λ|w|kK (2.17)

where k is the regularization factor and |w|kK is the Lk norm, expressed as:

|w|kK =
∑

i∈Nw

= (
n∑

i=1
|wi|k)

1
k (2.18)

Lasso regularization (also called L1, k = 1) and Ridge (L2, k = 2) are the most
common.

Decision Tree Decision trees are non-parametric models that work by recursively
splitting the data space, identifying the optimal split values in the data. For classifi-
cation, the algorithm proceeds as follows. First, the initial dataset is identified as the
root of the tree, and its entropy over a dataset D = {xi, yi}ND

i=1 is computed according
to:

ENT (D) = −
m∑

j=1

ND∑
i=1

yi[j]
ND

∗ log2
∑ND

i=1 yi[j]
ND

(2.19)

where m is the number of classes.

Then, the space is cut across a feature to maximize the information gain, i.e., the differ-
ence between the original entropy and the average entropy of the two resulting nodes,
which represent the two sides of the cut. Since entropy is a measure of the data’s dis-
order, the higher the entropy, the more mixed the classes are. Decreasing the entropy
helps split data among leaves that tend to be mono-class, effectively, measuring how
much better the new cut divides the data compared to the previous situation. Contin-
uous variables are split by considering thresholds between sorted unique values (i.e.,
splits occur at boundaries between different-class samples), while categorical variables
are split by partitioning categories. The algorithm then recursively applies the same
mechanism to the nodes until a splitting condition is met, such as when all samples in
a node share the same label or a predefined maximum depth is reached.

Decision trees can also be employed for regression. The main difference lies in the
measurements to minimize; in classification problems, the algorithm minimizes the
entropy, whereas in regression problems, it uses the MSE between the value of the leaf
(expressed as the average) and the value of all inputs inside the leaf.

Random forest Random forest classifiers combine multiple decision trees to improve
the prediction quality. First, a set of trees is generated using random parts of the data,
and observations are then classified using majority voting among the trees, or, for
regression, model votes or averaging. To ensure diversity among the trees, they cannot
search for the most important features when splitting a node; instead, they are limited
to searching for the best feature among a randomly selected subset of features.
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Figure 2.3: Gradient descent with fixed learning rate. At each step, the algorithm computes
the function’s gradient and moves in the direction of its negative. As the derivative decreases
and the points approach the local minimum, the step sizes shrink accordingly.

Neural Network Neural Networks (NN), or Deep Neural Networks (DNN), are ex-
tremely powerful parametric machine learning algorithms composed of artificial neu-
rons. On an abstract level, we can define a neural network as a topology, a loss, and
an optimizer, whose combination gives rise to the desired behaviors of the network.
Neural networks are composed of a set of atomic elements, called artificial neurons or
neurons, typically defined by the equation yh = h(w · xh + b), where w represents the
input, w is the weight vector, b is the bias term, h is the activation function and xh

the input of the neuron. Common choices for the activation function are the sigmoid
function and the ReLU, where the sigmoid follows Equation 2.16 where the ReLU is
defined as

ReLU(x) =

x if x > 0
0 otherwise

(2.20)

The most straightforward architecture, shown in Figure 2.4, is the fully connected
feed-forward neural network, where neurons are organized in layers, each connected to
the next. The layers between the input and output layers are referred to as hidden
layers, representing intermediate representations of the input data. The input data
runs through the network until it reaches the last layer.

In this case, the hypothesis space H is the space of all possible weight combinations.
For classification problems, the most common loss is the binary cross-entropy (Eq.
2.12), while for regression, the Mean squared error (Eq. 2.6) is used. Training is typi-
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Figure 2.4: Neural network architecture. The blue and red edges represent positive and
negative weights, respectively, and the opacity represents the magnitude of each weight.

cally performed using gradient-based optimization algorithms, most notably Stochastic
Gradient Descent (SGD) and its variants, such as Adam [86]. These algorithms rely
on the gradient descent principle: at each step, the gradient of the loss function with
respect to the network’s parameters is computed, and the algorithm takes a step to-
wards the negative of its negative. The weights updates are then computed through
the backpropagation algorithm [138], which efficiently propagates the gradients of the
loss function by applying the chain rule in reverse through the network layers.

Finally, when using neural networks for classification, we can further decompose the
fin into two elements: flogits : Rn → Rm, which maps the input x to its representation
z = z(x) on the last layer of the neural network, and fprob : Rm → [0, 1]m which
normalizes z to obtain a probability distribution over the classes.

Recurrent Neural Networks Traditional neural networks process data one obser-
vation at a time, with no inherent notion of order or temporal dependency between
inputs. However, NNs can be adapted to work in time series data, where each ob-
servation depends not only on its features but also on past events, and models need
to incorporate a sense of sequence and memory. Recurrent Neural Networks (RNNs)
address this problem by utilizing hidden states, which capture information about pre-
vious time steps and are employed to maintain information. During training, RNNs are
typically unrolled across time, creating a sequence of computations that correspond to
each time step in the input data. This structure enables backpropagation through time,
a variant of the backpropagation algorithm that computes gradients across the entire
sequence by applying the chain rule at all time steps. After processing the sequential
data through the RNN layers, the resulting output can be further passed through one
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or more fully connected layers to obtain the desired output.

RNN RNN RNN RNN=RNN

h1

x1

h2

x2

h3

x3

ht

xt

ht

xt

Figure 2.5: Vanilla Recurrent Neural Network architecture. At each iteration, the hidden
state is passed to the next iteration, hence passing the signal from observations over time and
continuing the chain of derivation over time.

2.2 Unsupervised learning

For many tasks, labeled data is not necessary or not available. For example, unla-
beled data can be organized through clustering techniques to uncover hidden structures
or patterns [70], or dimensionality reduction techniques such as Principal Component
Analysis (PCA) [164] can be used to facilitate learning from high-dimensional datasets.
However, we focus here specifically on two unsupervised applications that have signifi-
cant relevance and impact in the context of this thesis. We focus on anomaly detection
because it can be used as an unsupervised solution to enrich fraud detection algorithms
[26] and for synthetic data generation, due to its application in generating Mimicry at-
tacks (see Subsubsection 4.2.3.2).

2.2.1 Anomaly detection

In many applications, data follow expected patterns, and deviations from these patterns
can indicate issues such as system faults, fraud, or rare events, making the detection
of such anomalies a crucial goal. Unlike supervised learning, anomaly detection can
also be performed in the absence of labels, as algorithms learn to model the system’s
normal behavior and identify any deviations as anomalies.

In unsupervised anomaly detection, this often translates to assessing the probability
of an observation x ∈ X under the data distribution p(x). Specifically, anomalies are
observations for which p(x) < τ , with τ being a pre-defined threshold. Note that in
practice, p(x) is unknown, meaning that approaches may either attempt to estimate
a proxy distribution p̂(x) or employ heuristics to identify anomalies. In practice, this
can be viewed as a binary classification algorithm, where we refer to the class y = 1 as
the class of anomalous data and y = 0 as the class of other observations.

2.2.1.1 Algorithms

Statistical Tests A straightforward approach to anomaly detection involves explic-
itly modeling the probability distribution p(x) of the data and flagging points in low-
probability regions as anomalies, often by thresholding based on quantiles [146]. This
approach tends to struggle in high-dimensional or sparse data environments, where
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estimating quantiles becomes significantly challenging, severely reducing the methods’
effectiveness.

Isolation Forest Isolation Forest is an ensemble-based method designed for anomaly
detection [95]. It constructs multiple isolation trees, where each tree is built by recur-
sively partitioning the data using randomly selected features and split values. The idea
behind the algorithm is that anomalies should, on average, be less likely to be close
to clusters of normal data, thereby making them simpler to isolate. Thus, they tend
to appear closer to the root of the tree, requiring fewer splits to isolate. The anomaly
score is computed as the average path length over all trees; shorter average paths indi-
cate more anomalous instances. By leveraging randomness and ensembling, Isolation
Forest reduces variance and performs well even on high-dimensional datasets.

Autoencoders Autoencoders are neural networks trained to learn and reproduce
their input data by encoding and then decoding it. They consist of two main compo-
nents: an encoder that compresses the input into a low-dimensional latent space and a
decoder that reconstructs the original input from this compressed representation. The
network is trained by minimizing the reconstruction error, i.e., the mean square error
(see Equation 2.6) between the original input and the network’s output. The intuition
behind autoencoders is that if the reconstruction error is low, the low-dimensional layer
captures an efficient representation of the original data in a lower dimension.

Since the autoencoder has been trained primarily on non-anomalous data, its repre-
sentation has been optimized to capture genuine behavior. Therefore, anomalous data
points are likely to have higher reconstruction errors since they deviate from the pat-
terns learned during training on normal data. This property can be exploited to detect
anomalies in the data [92].

2.2.2 Synthetic data generation

The goal of generative modeling is to produce new samples that follow the same un-
derlying distribution as the observed data. Following Equation 2.2, we aim to esti-
mate the probability p(x) or p(x, y), depending on whether we also wish to capture
class-conditional structure. However, on many occasions, directly estimating high-
dimensional and complex distributions is exceptionally challenging. As a result, a
variety of heuristics and approximate methods have been developed to address these
tasks. In recent years, deep learning tools have emerged as particularly powerful for
synthetic data generation, thanks to the capability of neural networks to approximate
intricate data distributions without explicitly computing densities. Specifically, we dis-
cuss here Generative Adversarial Networks (GANs) [68] and Variational Autoencoders
(VAEs) [87].

2.2.2.1 Metrics

Evaluating the quality of synthetic data is a complex task, and many different met-
rics capture specific aspects of data quality. First, if data are designed for a spe-
cific task (e.g., classification), one can compare the performance of different classifiers
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on real and synthetic data. If the results are similar, synthetic data can serve as a
proxy for studying how algorithms perform on real data. Second, distinguishability
trains a binary classifier to label records as real or synthetic; low classifier performance
(near random with high variance) indicates high fidelity, whereas high distinguisha-
bility suggests overfitting or repetition [58]. Third, univariate similarity tests (e.g.,
Kolmogorov–Smirnov and Total Variation [166]) ensure that each feature’s marginal
distribution matches between real and synthetic data, while multivariate similarity
tests examine joint trends—such as pairwise correlations—to verify that inter-feature
relationships are preserved. Finally, the subjective assessment of generated data is al-
ways important. This is particularly evident in image generation, where the ultimate
goal is to produce images that humans perceive as authentic; however, it is also a
crucial sanity check in fraud detection and other applications involving tabular data.

2.2.2.2 Algorithms

Variational Autoencoders Variational Autoencoders (VAEs) are a specialized type
of autoencoder designed for generating synthetic data. VAEs are composed of three
main components:

– Encoder Which takes as input the observation x and learns its efficient repre-
sentation ϕ(x), expressed as a mean µ and a standard deviation.

– Latent Space: The input is encoded through mean and standard deviation.

– Decoder: Which takes the sample from the latent space and tries to reconstruct
the original input.

Variational autoencoders use KL-divergence as part of their loss function. The goal is to
minimize the difference between the supposed distribution and the original distribution
of the dataset. The loss is therefore computed as the sum of the reconstruction loss
and the KL divergence. To guarantee the differentiability over the sampling operation,
VAEs apply a parametrization where sampling is expressed as

x = µ+ e0.5·log(σ2) · ϵ (2.21)

where ϵ is a fixed stochastic node, and µ and σ are learnt and are therefore part of the
backpropagation rule.

Adversarial Neural Networks Generative adversarial networks employ two neural
networks, referred to as the Generator and Discriminator, respectively, which interact
to learn how to generate realistic synthetic data. The idea is straightforward: the
generator learns to generate synthetic data that resembles the original data, while the
discriminator learns to distinguish between real and synthetic data.

The generator optimizes the generator loss LG, expressed as:

LG = − 1
m

m∑
1
logD(G(zi)) (2.22)
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where G(zi) is the synthetic observation outputted by the generator using as input a
random noise vector zi and D(G(zi)) is the discriminator’s estimated probability that
the generated sample is real.

Conversely, the discriminator’s loss is expressed as

LD = − 1
m

m∑
1
logD(xi))−

1
m

m∑
1
log(1−D(G(zi)) (2.23)

where D(xi) is the discriminator’s predicted probability that a real observation xi

is real. The discriminator learns to predict real data as real and synthetic data as
synthetic, and is penalized for wrong predictions in either sense.

TimeGAN TimeGAN [167] is a variation of GAN designed for generating synthetic
time series, i.e., ordered sequences of data x1, x2, . . .. Compared to traditional GANS,
TimeGAN needs to model the sequential nature of the data, i.e., maintain for each
possible index i the conditional distribution p(xi|x1:i−1).

The resulting approach, illustrated in Figure 2.6, combines four neural networks:

– The embedder E, which takes as input the original networks and projects them
into a lower-dimensional latent space.

– The reconstructor R, which maps the embedding space back to the original data
space.

– The generator G, which takes as inputs noise vectors in the data space and
outputs synthetic data in the latent space.

– The discriminator D, which is tasked with distinguishing embeddings of the real
data from the noise vectors generated by the generator.

The three networks are trained by minimizing three different losses. Note that the
generator is autoregressive, i.e., generates all observations after the first by taking its
own outputs as inputs.

– The reconstruction loss, which measures the distance between the original data
and the reconstruction of their embeddings.

– The unsupervised loss, which measures the capability of the generator to discrim-
inate between the embedding of the real data and the synthetic data output by
the generator, and is analogous to the traditional generator and discriminator
losses in the traditional GANs.

– The supervised loss, where the generator receives sequences of embeddings of
actual data and is trained to generate the embedding of the next data in the
time series, being evaluated for its prediction against the real value, i.e., on the
distance between xt and G(x[i=1...t]).
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Figure 2.6: TimeGAN structure (on the left) and training schema (on the right). The image
is taken from the original TimeGAN paper [167].

New synthetic data are generated by combining the generator, which generates syn-
thetic data in the latent space, and the reconstructor, which maps them to time series
in the data space.

2.3 Reinforcement learning

At its core, reinforcement learning (RL) is the study of how agents can make a se-
quence of decisions under uncertainty in order to maximize some notion of cumulative
discounted reward [151]. A powerful framework to express most RL problems is the
Markov Decision Process [15, MDP]. MDPs express the dynamics of a stochastic en-
vironment through a combination of states, actions, outcomes, and rewards. Formally,
an MDP is expressed as MDP = {S,A,R, T}

where:

– S represents the state space, i.e., the space of all the states s in which the system
can be

– A represents the action space, i.e., the space of all the actions a that the agent
can take.

– R : A× S × A → R is the reward function mapping the combination of starting
and arriving states and the action to a continuous reward.

– T : S ×A→ [0, 1] the transaction function, which for each state-action combina-
tion returns a probability distribution over the arrival states.

The agent interacts with the environment in discrete time steps: at each time step
t, the agent observes the current state st ∈ S, selects an action at ∈ A, receives
a reward rt = R(st, at, st+1), and transitions to a new state st+1 according to the
transition distribution T (st+1 | st, at). The MDP model assumes the Markov Property,
which states that the future can be determined solely from the present state, which
encapsulates all the necessary information from the past.
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S0
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S0_A1
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Figure 2.7: Markov decision process (MDP) example. There are two States (S0 and S1) and
two actions (A0 and A1) that can be taken from each state. We represent the state-action pair
as a state-action node (e.g. S0_A0). Each state-action node is associated with a probability
distribution over the edges starting from it. Each transition (expressed as an edge exiting a
state-action node) is associated with a specific reward.

The goal of an RL algorithm is to find a policy that maximizes the expected reward.
In formal terms, we define a policy π as a function that, for every state, returns a
probability distribution over the action space A. We also define a discount factor
γ, which measures the relative importance of rewards in the short term compared to
the long term. We then define the agent’s goal as finding the optimal policy π∗ that
maximizes V π(s) ∀s ∈ S, i.e., the expected discounted sum of rewards under a given
policy π, as shown in Equation 2.24.

V π(s) = E

∑
t

γtR(st, at, st+1) | s0 = s

 (2.24)

where the action at is sampled from the policy π, i.e. at ∼ π.

Note that in many cases, the exact state of the world may be unknown to the agent,
who only receive a partial observation of the state. In this case, we fall in the case of
Partially Observable Markov Decision Processes [121, POMDP], which are defined as
POMDP = {S,A,R, T,Ω, O}

where

– O represents the observation space.

– Ω : S → O represents the observation function mapping the state of the world to
the observation perceived by the agent.
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Note that in this case, the policy takes as input the observation instead of the state.

2.3.1 Reinforcement Learning approaches

To identify the optimal policy in a reinforcement-learning problem, one can broadly
follow two paradigms: value-based methods and policy-based methods. Value-based
methods learn an estimate of the expected return for each state–action pair, known as
the Q-value [161]. Once these Q-values are learned, a policy is derived, for instance
by choosing the action that maximizes Q in each state, or by sampling from a cate-
gorical distribution issued from a softmax over Q-values [150]. Value-based algorithms
are generally stable and sample-efficient in discrete action spaces, but are not readily
applicable to continuous action spaces due to the categorical nature of the distribution
induced by the Q-values. Extending Q-learning to continuous action spaces requires
adaptations such as discretizing the action space [120]. Policy-based methods directly
parameterize the policy πθ(a|s) and optimize its parameters θ by gradient ascent on
the expected return [163]. These methods directly output a probability distribution
(categorical, normal, . . . ) and can therefore handle stochastic policies and continuous
controls, though they may exhibit higher variance and require careful tuning.

Proximal Policy Optimization Proximal Policy Optimization (PPO) [143] utilizes
an actor-critic architecture [14] comprising two networks: the actor, which learns the
optimal policy π = p(a|s), and the critic, which learns the value function for each state
s. Note that the outcome of π is not necessarily an action, but rather a probability
distribution over the action space.

PPO introduces a conservative policy update mechanism that prevents significant,
destabilizing changes to the policy during training. Specifically, it introduces a clipped
surrogate objective function, which constrains changes to small updates by using a
clipping mechanism parameterized by ϵ. This ensures that each policy update remains
within a safe range, improving the stability of the training process.

Formally, expressing the policy π as π(θ), with θ being the parameters that define
policy, PPO defines the loss shown in Equation 2.25.

LCLIP(θ) = −Et

[
min

(
rt(θ) Ât, clip

(
rt(θ), 1− ϵ, 1 + ϵ

)
Ât

)]
,

rt(θ) = πθ(at | st)
πθold(at | st)

.

(2.25)

The advantage estimate Ât measures the advantage of taking the action a compared to
the value of the state s before taking the action and can be computed through Monte
Carlo sampling of returns [114] and rt(θ) is the probability ratio between the new policy
and the old policy at time step t computed for each action a ∈ A.

The critic learns to estimate the value of each state st by minimizing the supervised
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value-function loss
LVF(ϕ) = Et

[(
Vϕ(st)−Gt

)2
]
,

Gt =
T −t−1∑

l=0
γl rt+l.

(2.26)

where ϕ are the internal parameters of the algorithm, Vϕ(st) the expected value of the
state according to the critic network, and Gt the empirical return.

Finally, both networks are trained jointly by minimizing the total loss

L(θ, ϕ) = LCLIP(θ) + c1 L
VF(ϕ)− c2 Et

[
H(πθ(· | st))

]
, (2.27)

where G is an entropy bonus to foster exploration and c1, c2 are hyperparameters bal-
ancing the terms.

Overall, PPO is known to require little hyperparameter tuning compared to other Deep
RL methods and has been proven to perform well in a wide variety of tasks [143, 168].
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Credit card fraud detection

In this section, we will use the words "merchant" and "terminal" interchangeably, as
well as the words "customer," "card," and "cardholder." While this is a simplification,
the definition suffices to capture the main features of the domain’s behavior.

Online payments can be viewed as a group of cardholders, each associated with a card,
that connect to a set of terminals to perform some payments. In formal terms, we
assume that a payment system comprises C̄ cards/customers {c1, c2, . . . , cC̄} and M̄

merchants/terminals {m1,m2, . . . ,mM̄}. We identify a transaction as xi,j,t, where i
represents the cardholder’s index, j represents the merchant’s index, and t represents
the time. We then define two functions ψc(i, t) and ψm(j, t) that take as inputs the time
and a customer and a terminal, respectively, and return all the transactions performed
with that card or terminal before time t. We therefore define the transaction xi,j,t (or
x) as:

xi,j,t = {x′
i,j,t, t, Fi, ψc(i, t), Fj , ψm(m, t)} (3.1)

where x′
i,j,t are transaction’s features such as the amount, t is the time, Fi are the

card’s features like the type of the card, Fj are the terminal’s features like the country,
and ψc(i, t) and ψm(j, t) return all the transactions before time t of the card ci and the
terminal mj respectively.

We define a feature engineering process ϕ(xi,j,t), which takes as input the transaction
and returns a set of aggregations. Specifically, it aggregates transactions over the
customer [30] and terminal [101]. Consequently, credit card fraud detection systems
divide each transaction into three groups of features [1, 159]:

– Transactions features, such as the amount and timestamp;

– Card features. This group includes both card characteristics, such as the card
brand and card-based aggregations.

– Terminal features. This group includes terminal characteristics such as the coun-
try brand and terminal-based aggregations.

Since fraud detection is a binary classification problem [92], each transaction x is as-
sociated with a label y(xi) = {0, 1}, where y(xi) = 1 if the transaction is a fraud, and
y(xi) = 0 otherwise. The goal, coherently with the definition of classification reported
in Section 2.1, is to train a classification function f mapping the input x to the output
y(x).

33
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Ignoring, for simplicity, the human element of fraud detection, we can group the fraud
detection classifier into three elements: the machine learning classifier fML, the statis-
tical classifier fST , and the rule-based FRL classifier. The feature engineering process
ϕ is itself split into three elements: ϕML, ϕST and ϕRL, one for each of the classifier.
We then say that the FDS raises an alarm if any of the three classifiers raises an alert,
i.e.:

f(x) = 1⇔ fML(ϕST (x)) ∨ fML(ϕST (x)) ∨ fRL(ϕRL(x)) = 1 (3.2)

Compared to the formulation of supervised learning presented in Section 2.1, credit
card fraud detection presents multiple challenges that make the task exceptionally
challenging. First, the assumption that each observation is independent of the others
does not hold here: customers and terminals interact and influence each other, and
transactions performed with the same card or on the same terminals are linked.

Genuine transactions far outnumber fraudulent ones, leading to an issue known as
class imbalance [47]. This has a significant impact on the effectiveness of algorithms
and the validity of metrics, making adaptations to imbalanced learning a necessity
for fraud detection systems. Another significant challenge is concept drift, defined as a
change in the data generation process that renders previously learned patterns obsolete
over time, severely hindering the performance of machine learning algorithms [172].
Both challenges require significant machine adaptations in techniques and learning
patterns, with substantial changes needed in the preprocessing, training, evaluation,
and monitoring phases.

3.1 Class imbalance

Imbalanced learning, i.e., classification on datasets where one class severely outnumbers
the others, plays an important role in multiple domains, such as rare events predic-
tion [162], intrusion detection [11], churn prediction [25] and fraud detection [49].

When data are highly imbalanced, the minority class may be significantly more im-
portant than the others. In fraud detection, not detecting a fraud is generally worse
than raising a false alarm. As such, some of the metrics discussed in Section 2.1 cannot
be applied [92]. In a field where genuine transactions comprise more than 99% of the
data, a model that always predicts the genuine class would be completely useless, yet
still achieve over 99% accuracy. Two primary metrics should be used to evaluate fraud
detection algorithms: the Precision-Recall Curve (PRAUC) [43, 61] and the precision
top K TP@K [43].

The Precision-Recall curve (PR curve) is obtained by plotting the precision against the
recall for all the different classification thresholds τ1, τ2 . . .. The area under the curve
(AUC) is then computed as the weighted mean of precisions achieved at each threshold,
using the increase in recall from the previous threshold as weight [23]. The resulting
formula can be expressed as

PRAUC =
∑

τ

((RCτ −RCτ−1) ∗ PRτ ) (3.3)
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Figure 3.1: Example of a precision-Recall AUC. As the thresholds become progressively lower,
the recall decreases and the precision increases.

where RCτ and PRτ are the precision and recall at threshold τ respectively. Compared
to other metrics such as the F1 score, the PR-AUC has the main advantage of allowing
for a comparison of the classifiers that is independent of the chosen threshold.

The precision top K TP@K is expressed as T PK
KK

indicates the number of true positives
in the K top returned alerts. The idea behind the metric is that in a field where
humans need to supervise flagged transactions, the maximum throughput they can
process can be roughly measured as K transactions per unit of time, where K and the
time depend on the number of investigators, the time required to process an alarm,
and other company-specific characteristics.

3.1.1 Algorithms

We can categorize the approaches used to address class imbalance into two main fam-
ilies: algorithm-level techniques and data-level techniques [88]. Algorithm-level tech-
niques address the problem by modifying the classifiers to ensure robust accuracy in
the face of data imbalance. This includes adjusting the cost matrix to increase the im-
portance of misclassified samples from the minority class [153] and utilizing ensemble
learning techniques, which train multiple learners on different parts of the training set
to artificially increase the representation of observations from the minority class [98].

Data-level approaches balance the training set before classification. The two most
common in the literature are undersampling, which removes a certain number of ma-
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jority class observations from the training set, and oversampling, which artificially adds
minority class samples to the dataset.

3.1.1.1 Undersampling

At a high level, undersampling techniques are based on the assumption that, when data
is severely unbalanced, even a relatively small part of the majority class observation
may be sufficient to correctly model the class distribution. The primary challenge for
undersampling methods is selecting the observations to use. The simplest approach,
also called Random Undersampling [111], involves randomly selecting items from the
majority class. This solution is simple, efficient, and may be effective, but it carries
a high risk of removing observations that are crucial for training the algorithm [63].
Other approaches, such as [109], select examples based on the distance of majority class
examples to minority class examples. The main idea is that the majority samples close
to minority ones are more likely to be close to the class boundary, and are therefore
more informative than observations surrounded by others of the same class.

Undersampling tends to work better for large datasets [47] where the likelihood that
the maintained subsample carries enough signal is higher. The main issues with this
approach concern the potential loss of useful information given by the removal of ob-
servations from the training set and the potentially damaging change in the prior of
the majority class [135]. An effective solution to the mentioned problem is EasyEnsem-
ble [98], which exploits an ensemble of classifiers trained on different balanced subsam-
ples of the original data. Each subsample is obtained through a random undersampling
of the majority class, reducing the risk of losing information. The ensemble nature of a
Random Forest algorithm makes it particularly suitable for the implementation of an
EasyEnsemble technique: the model obtained is called Balanced Random Forest, and
each of its Decision Trees is trained on a different data subsample [27]. The role of
undersampling has been extensively studied in previous works [47, 26], showing good
results in the fraud detection scenario.

3.1.1.2 Oversampling

A simple oversampling is achieved by randomly sampling and duplicating the observa-
tions of the minority class. This method increases the proportion of minority samples
but is prone to overfitting. More complex oversampling methods, such as SMOTE [36],
use data locality to generate new minority samples through interpolation. For instance,
SMOTE randomly selects close samples in the feature space and interpolates between
them to generate a new artificial sample. SMOTE has achieved considerable success
in the oversampling literature, and numerous variants have been proposed over the
years. Some of the most cited and renowned techniques try to limit the application
of SMOTE to some defined subspaces. For example, ADASYN [74] uses a weighted
distribution for different minority class examples, where more samples are generated
for classes harder to learn, while Borderline-SMOTE [73] samples from all classes (and
thus not only from the minority class) only next to the border between different classes,
as samples in those areas are more likely to be informative for the classifier.
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Figure 3.2: Resampling example with original data on the left, random undersampling in the
middle, and oversampling with SMOTE on the right

A more recent version is K-Means SMOTE [90], which employs the k-means clustering
algorithm, together with SMOTE, to rebalance skewed datasets. Such a combination
aims to mitigate the impact of noise and addresses both inter-class and intra-class
imbalances. The method consists of three steps: clustering, filtering, and oversampling.
The first step consists in clustering the input space into k groups. The second step
selects the clusters with a high proportion of minority class samples and assigns more
synthetic samples to generate clusters where minority samples are sparsely distributed.
The third step applies SMOTE in each selected cluster. Unfortunately, most SMOTE
implementations do not allow maintaining the structure in the data, as the interpolation
between admissible observations may not be an admissible observation (for instance,
you cannot have a non-integer cardholder age). More generally, such methods heavily
rely on the data locality assumption and may be detrimental in cases where the minority
class has a complex distribution.

Generative methods for oversampling are based on the assumption that samples from
the minority class follow a specific distribution [80]. The idea, common to Generative
Adversarial Networks (GAN) [68] and Variational Auto Encoders (VAE) [87], is to
model the distribution from historical data and use the estimated distribution to sample
as many artificial minority observations as required.

The adoption of GAN, explained in Subsection 2.2.2, is considered a promising ap-
proach for fraud detection problems [64]. An interesting example is CT-GAN [165], a
GAN-based method that models the distribution of tabular data and samples rows from
this distribution. CT-GAN authors propose a model-specific normalization method to
handle complex distributions, including non-Gaussian and multimodal ones. Further-
more, a conditional generator is proposed to address the imbalanced discrete columns
that are not adequately handled by traditional GANs.

The existence of multiple techniques for dealing with imbalanced learning in fraud
detection led to the necessity of analyzing and comparing them. A recent survey [3]
shows that SMOTE is the most used resampling technique in fraud detection, but
suggests that no single algorithm consistently outperforms all the alternatives. An
empirical comparison of three resampling techniques in the context of fraud detection
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is performed in [140]. The authors compare Random Undersampling, SMOTE, and a
variant of SMOTE called SMOTE Tomek [81], together with multiple feature engineer-
ing techniques. Interestingly, this work shows that Random Undersampling achieves
the best performance among all algorithms, with SMOTE being the second-best per-
former. However, all performances are similar and significantly improved compared
to the baseline, further showcasing the importance of resampling techniques for fraud
detection.

3.2 Concept drift

A common assumption in machine learning is that the data are independent and iden-
tically distributed (i.i.d.), meaning they are drawn from the same distribution. The
traditional assumption is that training and test data follow the same distribution p(x, y)
that the model sees at production time. In many applications, however, this is not the
case. In fraud detection, in particular, customers’ habits change over time, necessitating
that the detection system adapt or become obsolete.

Concept drift, in turn, may be virtual if it only affects the data distribution p(x) but
not the conditional distribution p(y|x) or real if p(y|x) is also affected. Of the two,
real shifts are the most dangerous; most machine classification algorithms are trained
to build estimators of the conditional probability, and a shift in this relationship can
severely degrade model performance.

Concept drift adaptation techniques can be grouped into two main families: active
adaptation, where models attempt to detect changes in the data that trigger a retrain-
ing procedure, and passive approaches, where the system continuously retrained to
incorporate new knowledge into the model. Active approaches, which monitor the clas-
sification error or the data directly [22, 5], tend to be suited when the model remains
generally stable between abrupt changes.

More commonly used in fraud detection [45], passive approaches continuously adapt
to the changing streams. This involves continuous retraining of the algorithm, either
by simply adding the new data to the training set, or by using sliding windows, where
only the most recent part of the training set is used by the algorithm: i.e.,

TR = {{xi, yi} ∀{xi, yi} ∈ D s.t. t− x[t] < τ∆} (3.4)

where t is the current time and τ∆ is the size of the sliding window. Alternatively,
ensemble methods could be used, training different models on different time intervals
and combining them to maximize the performance on recent incoming data [122].

3.3 Datasets availability

Financial data is notoriously hard to access due to its economic value and the need
to comply with privacy regulations. This severely limits researchers’ access to real
datasets, making it exceptionally challenging to test techniques and share results. For
fraud detection, two main approaches have been attempted to mitigate this challenge:
data anonymization and synthetic data generation [8].
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Figure 3.3: Example of concept drift in the data with original data (on the left), real change
(in the middle), and virtual change (on the right).

Concerning data anonymization, Dal Pozzolo, Caelen, Johnson, and Bontempi [48] pro-
posed the Kaggle ULB machine learning dataset, which contains over 250K real trans-
actions performed in September 2013 by European cardholders, anonymized through
a Principal Component Analysis transformation [105, PCA]. Due to the use of PCA
to anonymize them, it contains only numerical data and presents no missing values.
Despite its relative simplicity, the extreme imbalances in the data (492 frauds out of
over 200,000 transactions) make it one of the most widely used datasets on Kaggle
and, by far, the most frequently referenced when working on fraud detection. Simi-
larly, Howard, Bouchon-Meunier, CIS, inversion, Lei, Lynn@Vesta, Marcus2010, and
Abbass [76] made the IEEE-CIS payment transaction dataset available, which is widely
used in the community for benchmarking fraud detection methods. The IEEE-CIS
dataset contains both direct and aggregated features, which are anonymized to avoid
privacy leaks.

In comparison with anonymised data, generators offer the significant advantage of more
fine-grained access, as customer identities are known. This allows researchers to group
transactions by customer or by terminal and to choose the aggregation level. It is
important to acknowledge that any approach requiring customer-level operations can
only be implemented in this manner. Two notable examples of such generators are
the MLG generator [92],and the Federal Reserve CardSIM generator [6], both of which
operate through simulation. Customers interact with terminals to create transactions
according to probabilistic rules. Where the two approaches differ is in the way fraud
is introduced; the MLG generator employs predetermined patterns, while CardSym
uses a Bayesian approach to differentiate between genuine and fraudulent transactions.
Despite the relative recency of works in the field, generators have been increasingly
utilized in the publication of fraud detection research [123] to ensure the reproducibility
of published results.





Chapter 4

Adversarial Machine Learning

Adversarial machine learning is firmly based on an accurate understanding of plausible
threats. Poor risk modeling can have catastrophic consequences, ranging from a false
sense of security to designing expensive defenses that address the wrong risks. In
computer security, risk modeling is typically achieved through a careful design of the
threat model [155], which involves using abstract models to identify and address security
problems [147].

As such, this chapter starts a taxonomy of adversarial machine learning through threat
modeling, grouping attacks based on the assumed attackers’ goal, knowledge, and ca-
pability [18] and connecting it with the parts of the machine learning lifecycle that
are most susceptible to each attack. Later, we will focus on the type of attacks that
pose the most significant threat to fraud detection, presenting the main metrics used
to evaluate the threat they pose, and the solutions proposed in the literature.

4.1 Taxonomy

Attack Time Malicious agents can attack the model at various stages of the process,
depending on their goals and capabilities. First, they can interfere with the data col-
lection phase by modifying or inserting some points in the training set. Such attacks,
called poisoning [17, 144], aim to change the model’s decision boundaries by targeting
its training data [18]. Attackers can also target different parts of the machine-learning
pipeline. For instance, they target the learning process when it is outsourced to un-
trusted sources [71, 118]. If attackers have no control over the algorithm’s training
process, they can still exploit it at runtime to deceive the classifier and expose exist-
ing errors in its decision boundaries. These so-called evasion attacks require weaker
assumptions about the attackers’ capabilities and pose a more realistic threat in fields
where the test set can be safely assumed to be protected [104].

Goal In a system-centered view, the first question when designing threat models is
which property of our system is at risk, i.e., the likely security violations we can face
[13]. A helpful acronym is that of CIA: Confidentiality, Integrity, and Availability [141].
Systems must not leak information to unauthorized users (Confidentiality), must not
allow unauthorized modification of information (Integrity), and must be able to serve
genuine users without interruptions (Availability). The same principles can be applied
to machine learning systems and are the first step in defining most threat models [13,
77, 18, 41, 33]. Specifically, we can categorize the attackers based on their intended
security violations. For security applications, where the target model is often a detector

41
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(for malware, intrusions, frauds . . . ), compromising the system’s integrity means having
some or all malicious points constantly bypass the system. Availability attacks may
instead play on the false positive, i.e., the fraction of observations incorrectly depicted
as fraudulent.

Another common distinction is that between untargeted attacks, which aim to reduce
the model’s accuracy in general, and targeted attacks, which aim to reduce the accuracy
specifically for a particular class.

Threats

Confidentiality Availability
Integrity

Poisoning

Label flip Clean label Insertion

Evasion

Black Box White Box

Figure 4.1: Hierarchical representation of threats posed by adversarial attacks in machine
learning. In bold, the threats relevant to fraud detection.

Knowledge A key factor in threat modeling is the attacker’s level of knowledge [16,
77], typically categorized as complete knowledge (White Box), partial knowledge (Grey
Box), or zero knowledge (Black Box) [33, 50]. In white-box attacks, attackers have
knowledge of both the structure and the function of the target classifier fθ. Grey-box
attacks, instead, do not know the parameters, but may have access to other information,
such as the hypothesis space H from which f is selected, the training procedures used
to train the target classifier. In Black Box, they have no internal knowledge and rely
solely on output labels. Finally, under certain threat models, attackers can be assumed
to have access to a training set TR′ drawn from the same distribution as the training
set TR on which f has been trained [52].

Capabilities The last axis to group adversarial attacks concerns attackers’ capabil-
ities, i.e., how they can interact with the system. For poisoning, attacks can happen
by insertion of malicious data or update of existing data. Updates can occur at both
data collection and inference times. For data collection, update attacks mean that
the attacker can only modify observations already present in the training set. To do
so, they can either modify the label of specific points (label flip attacks) [144, 72], or
they can adjust their features without changing the label (clean label attacks) [130]. A
label flip attack, for instance, would be modifying the label of certain transactions in
the training set from fraud to genuine, hence moving the classification boundaries and
making similar transactions more likely to be classified as genuine in the test set. A
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clean label attack, instead, would be modifying the features of a fraud in the training
set. As the transaction features change, so do the boundaries in the data space.

Evasion attacks, instead, can be grouped by the way they craft their attacks. First,
attacks can be generated by modifying existing observations with the goal of making the
target classifier misclassify them, or they can create new observations from scratch. In
attacks against image recognition systems, for example, attackers can either modify an
image to force the system to misclassify it, or they can create a new image from scratch
that, despite belonging to one class, is classified as belonging to a different one. In the
overwhelming majority of attacks, the primary threat model concerns update attacks,
where attackers modify an image to bypass a classifier while remaining undetected by
the classifier [69, 152].

Notably, update attacks assume that the updated observation must be somewhat "sim-
ilar" to the original one. Similarity can be assessed using some distance in the feature
space, through indistinguishability for human eyes or application-specific losses, such
as preserving important semantical characteristics of the original data [59]. Since most
attacks work by solving optimization problems, they introduce the distance measure in
the loss or use it to impose a constraint on the maximum perturbation allows by the
attacker. For these purposes, the L0, L1, L2, and L∞ norms are the most used.

4.2 Evasion attacks

4.2.1 Problem formulation

Let us define a training set DT R, and let us assume that an attacker wants to target a
classifier f of parameters θ, which has been trained on a training set DT R according to
the training procedure defined in Chapter 3. Let us also call L the loss of the classifier
f . Without loss of generality, let us assume that L is the cross-entropy loss, as defined
in Equation 2.9.

We assume that an attacker has access to a test set TS = {xi, yi}NT S
i=1 , and that it can

modify the inputs x1, x2, . . . through a function g : X → X that takes as input an
input x and returns an adversarial observation xadv = x + g(x). Let us call TSadv =
{g(xi), yi}NT S

i=1 the test set on which the attacker has modified every observation.

Assuming for simplicity that we only consider inputs on which the classifier predicts
the correct class, we can say that an untargeted attack is successful on an input x if
and only if f(x+ g(x)) ̸= f(x). Formally, for an input x and a function g, we define a
success indicator S, which, for untargeted problems is:

S(x, f, g) =

1, if f(x+ g(x)) ̸= f(x)
0, if f(x+ g(x)) = f(x)

(4.1)

For targeted attacks, instead, we say that the attack is successful if the predicted class
is equal to a desired label ȳ, i.e., if f(x + g(x)) = ȳ, making the computation of the
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success indicator:

S(x, f, g, ȳ) =

1, if f(x+ g(x)) = ȳ

0, if f(x+ g(x)) ̸= ȳ
(4.2)

Let us also define, for now, a set of constraints k(x) such that each adversarially
modified input must lie within the constraints, i.e., it must be true that x+g(x) ∈ k(x).
In practice, this generally takes the form of two main constraints:

– Domain constraints, which enforce that the adversarial input xadv lies inside
the domain X. In case of images, this translates into the box constraints, that
enforce that each dimension of the adversarial attacks falls into the 0-1 range,
i.e., X ∈ [0, 1]n, where the value 1 has been computed as the normalization of
255, which is the maximum value each pixel can reach in image representation
[39]. We call this type of constraint box constraints.

– Distance constraints: attacks need to be within a certain distance from the orig-
inal input. This can be expressed as d(x, xadv) < B, where d : X ×X → R is a
symmetric distance metric, and B is the perturbation budget, i.e., the max dis-
tance allowed. The most common measurement for the distance is the Lp norm,
defined as in Equation 2.18.

We can now define the constraints formulation as:

xadv ∈ k(x)⇔

xadv ∈ X
d(x, xadv) < B

(4.3)

Note that some attacks do not enforce the distance constraints, but rather aim at
defining the successful attack within the closest distance from the original input [29,
38]. The domain constraints, however, are generally always enforced. Concerning the
choice of the maximum allowed iteration B, the classical assumption is that B should
be small enough to make the attack unnoticeable. As an example, in computer vision,
this could mean generating a perturbation that humans cannot (easily) notice, but the
specific value of the constant, as well as the evaluation, is highly empirical.

Black-box attacks introduce an additional layer of complexity compared to white-box
settings: the attacker does not have direct access to the internal parameters or archi-
tecture of the target model f . Consequently, the attacker must first acquire knowledge
about f through indirect means. We can identify two main families of strategies:

– Surrogate modeling: The attacker constructs a substitute model f̂ that ap-
proximates f . This can be done either by collecting a dataset [29, 52] or by
querying f [126], i.e., conducting preliminary exploratory attacks aimed solely at
understanding the behavior of f . In both cases, once trained, f̂ can be used to
craft attacks which are then used against the original classifier f .

– Local estimation: Alternatively, the attacker may focus on estimating local
properties of f , such as decision boundaries or gradients, in the neighborhood
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of a specific input [39, 24]. With a slight abuse of notation, we call this local
approximation as f̂local. In this case, attacks for each input can be performed
using the local approximation f̂local as a local proxy of f .

Among black-box attacks, we call decision attacks those attacks that, when querying
a model, require to observe only the final class prediction f(x), as opposed to scoring-
based attacks, that require to observe fin(x) or even flogits(x) [24].

4.2.2 Metrics

A simple metric for both untargeted and targeted attacks is the Success Rate (SR),
i.e., the percentage of successful attacks among the attempted ones [89]. Recalling the
attack success indicators defined in Equation 4.1 we can define the SR for an untargeted
attack as:

SR(TS, f, g) =
NT S∑
i=1

S(xi, f, g)
NT S

(4.4)

From Equation 4.2, we then define it for targeted attacks as:

SR(TS, f, g, ȳ) =
NT S∑
i=1

S(xi, f, g, ȳ)
NT S

(4.5)

Let us now define a more practical implementation of the success rate, called con-
strained success rate (CSR), where we enforce the constraints defined in Equation 4.3.
We can now define the CSR for untargeted attacks as:

CSR(TS, f, g) = SR(TS, f, g)

subject to xi + g(xi) ∈ k(xi), ∀i ∈ {1, . . . , NT S}.
(4.6)

where the computation for targeted attacks comes from applying equation 4.5 instead
of 4.4 inside equation 4.6.

Finally, other works measure the minimal perturbation size to craft successful attacks.
The resulting metric, Empirical Robustness (ER) [115], is measured as follows:

ER(TS, f, g) =
NT S∑
i=1

ming d(xi, g(xi))
NT S

subject to

S(xi, f, g) = 1
xi + g(xi) ∈ X ∀xi ∈ DT S

(4.7)

In the case of binary classification, the two indicators of success (targeted and untar-
geted) generally overlap. Taking fields like malware detection as an example, attackers
aim to modify elements from the malicious classt that are correctly classified as such
(y = 1, f(x) = 1). In this case, the target class is the genuine class, i.e., ȳ = 0. At the
same time, untargeted attacks can only flip the prediction from fraud to genuine, i.e.,
S(x, f, g) = 1⇔ S(x, f, g, ȳ) = 1.
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Finally, black-box attacks assume no prior knowledge of the target classifier and need
to estimate the function f to craft successful frauds. We need to define a set of metrics
to measure the cost of obtaining the required information. For surrogate models, this
can be generally translated into the properties of the dataset TR′ used to train the
surrogate f̂ , with questions such as whether TR′ belongs to TR, whether its drawn
from the same distribution p(x, y) or a similar why and its size being important metrics
to define the applicability of the attack. For query-based attacks, we typically use the
total number of queries [38], i.e., the average number of queries performed per input.
Note that since query-based attacks build a local approximation of the model, the
number of queries required is approximately the same for each input, meaning it grows
linearly with the size of TS.

4.2.3 Algorithms

We present here the principal adversarial attacks in the literature. Most attacks have
been designed in the context of computer vision, where each input x is a one or three-
channel tensor representing an image [29].

We will first discuss White-Box attacks, then Black-box attacks, and finally, in Sec-
tion 4.3, we will discuss adversarial attacks in the domain of credit card fraud detection.
Finally, unless explicitly stated otherwise, we assume here that the target classifier f
is a neural network.

4.2.3.1 White-Box

L-BFGS Arguably the first adversarial attack to have eve been designed, L-BFGS
[152] is a targeted attack designed to minimize the L2 loss. For each input x, the attack
starts by defining the adversarial attack problem as:

g∗(x) = arg min
g
|x, x+ g(x)|22

subject to

S(xi, f, g, ŷ) = 1
xi + g(xi) ∈ X

(4.8)

where g : X → X is the perturbation function that takes as input a transaction x and
returns the perturbation vector g(x) such that the adversarial attack is x+ g(x).

Rather than optimizing the problem directly, which is made harder by the high non-
linearity of the constraint S(xi, f, g, ŷ) = 1, the authors propose to reformulate it as:

min
C

C|g(x)|22 + L(x+ g(x)f, ŷ)

s.t. x+ g(x) ∈ X
(4.9)

where the loss element L is the Cross Entropy defined in Equation 2.9. Since large values
of C may lead to underweighting the loss element and not leading to a successful attack,
the optimal (minimum) value of C is found through binary search. The optimization
problem is then solved through the use of Limited-memory BFGS (L-BFGS), a quasi-
Newton optimization algorithm using both first and second order derivatives to guide
optimization [94]. Since quasi-Newton optimization algorithms use information about
the gradient for their optimization, the target algorithm must be gradient-based.
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Fast Gradient Sign Method Fast Gradient Sign Method (FGSM) [69] is one of
the first adversarial attacks designed, and one of the simplest. Originally designed to
minimize the L∞ distance, it can also be adapted to minimize the L2 distance.

The main idea of the algorithm is simple. Let us take a trained neural network classifier
f and let us use the cross entropy loss (See Subsection 2.1.1) as its loss L. The gradient
∇L models the direction of maximum growth of the loss. Therefore, if we take a small
step inside X in the direction of the gradient, we maximize the loss. By doing so,
we maximize the distance between f(x) and y, which may lead to a label flip and a
misclassification.

Therefore, FGSM simply takes for each pixel a single step in the gradient direction.
In the original L∞ formulation, the magnitude for each pixel is set at a value ϵ, which
represents the maximum perturbation C following the general formulation of Equation
4.10. Formally, the equation behind FGSM is the following:

g∗(x) = x+ ϵ · sign(∇L(f(x)) (4.10)

Due to the gradient-ascent procedure, FGSM required the algorithm to be gradient-
based.

Projected Gradient Descent Projected Gradient Descent (PGD) [107] is an itera-
tive extension through for the L2 norm of FGSM, where the amount of the perturbation
iteratively increases to cause the misclassification. Starting from xadv(0) = x, each it-
eration is computed as:

xadv(t+ 1) = Proj[xadv(t) + ϵ · sign(∇L(f̂(xadv(t)), y(x))] (4.11)

where we define as xadv(t) the value of the adversarial attack at time t, and the pro-
jection function Proj projects adversarial examples into the B − ball of acceptable
changes. The attack stops when a successful attack has been found or after a prede-
termined number of iterations. Overall, PGD is a slower but more effective variant of
FGSM.

DeepFool Let us consider a binary classifier f . Assuming the classifier linearity, the
perturbation g(x) maximizing the attack’s effectiveness with the smallest perturbation
square norm can be expressed as:

g(x) = −f(x)
∥w∥22

· w (4.12)

where f is the target classifier, and w is the parameter vector of the linear classifier.
From this consideration, researchers developed Deepfool [115], an untargeted attack
designed to be effective mainly against Neural Networks. The main idea is that neural
networks can be locally approximated by linear models. Hence, the perturbation in
4.12 can be decomposed into a set of local linear attacks, where at each step t, w can
be approximated by ∇f̂(x(t)). The resulting formulation is the following:

g(xadv(t)) = − f(xadv(t))
|∇L(f(xadv(t)), y)|22

· ∇L(f(xadv(t)), y) (4.13)
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where xadv(0) = x, f̂(x) is the decision function, and ∇L(f(xadv(t)), y) the gradient of
the classifier’s loss with respect to the input xadv(t). The attack can also be extended
to multiclass classifiers and different norms.

Carlini & Wagner Carlini & Wagner [29] is one of the most effective attacks in
White Box settings. The attack can optimize the L0, L2, and L∞ norms. When
minimizing the L2 norm, C&W starts from the same formulation as Equation 4.8. The
authors reformulate the problem as:

min
g
d(x, x+ g(x)) + C · l̃(x+ g(x), f, ȳ)

s.t. x+ g(x) ∈ X
(4.14)

where l̃(x + g(x)) is an arbitrary function that must respect the condition that if it
is smaller or equal than 0, then the attack is successful, i.e., f(x + g(x)) = ȳ ⇔
l̃(x+ g(x), f, ȳ) ≤ 0, and C is a constant obtained using binary search. Recalling how
f can be represented as f = fout ◦ fin, and that fin = fprob ◦ flogit, where with f1 ◦ f2
we mean that f1 takes as input the output of f2, the following functions can be used
to solve the problem:



l̃1 = −L(f, x, t) + 1

l̃2 =
(

max
i ̸=t

fin(x)[i]− fin(x)[ȳ]
)+

l̃3 = SF

(
max
i ̸=t

fin(x)[i]− fin(x)[ȳ]
)
− log2

l̃4 =
(
0.5− fin(x)[ȳ]

)+
l̃5 = − log2

(
2fin(x)[ȳ]− 2

)
l̃6 =

(
max
i ̸=t

flogit(x)[i]− flogit(x)[ȳ]
)
− log2

l̃7 = SF

(
max
i ̸=t

flogit(x)[i]− flogit(x)[ȳ]
)
− log2

(4.15)

where flogit(x)[i] si the outout of the logit layer for a generic class i, ȳ is the attacker’s
target class, SF is the softplus function defined as SF (x) = log(1+ex), x+ is defined as
x+ = max(x, 0), and the L(f, x, t) is the Cross Entropy, defined in Equation 2.9. The
reason behind these functions is that the attack is successful only when the value of these
functions is equal or smaller than 0, meaning that we can change the problem expressed
in Equation 4.14 as an unconstrained optimization process, allowing to express the
constrained optimization problem expressed in Equation 4.8 as in Equation 4.14, which
presents one highly nonlinear constraint less.

The choice of using the logits in some losses is justified by the fact that fprob generally
flattens the gradients when the logits values are negative, hence making optimization
significantly harder.
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Equation 4.14 still requires that the adversarial attack respects the box constraints.
Rather than solving the problem with PGD (see Equation 4.11) or clipped gradient as-
cent, i.e., incorporating the clipping into the function to be minimized by replacing l̃(x)
with l̃(min(max(x + g(x), 0), 1), the authors propose a change of variables that auto-
matically results into valid attacks- Specifically, for each dimension i ∈ n it formulates
the perturbation g(x) on that dimension i (also expressed as g(x)[i] with:

g(x)[i] = 1
2(tanh(w[i]) + 1)− x[i] (4.16)

where w is the substitute variable, and the fact that −1 ≤ tanhw[i] ≤ 1 allows the
perturbation to automatically satisfy the box constraints and results in a smoother
version of the clipped descent algorithm, where the attack is less likely to be stuck on
an extreme region of the box constraints.

Carlini & Wagner propose three different attacks, designed to optimize for the L0, L2,
and L∞ respectively. First the L2 attack is define starting from Equations 4.14 and
4.16 as:

arg min
w
|12 tanh(w) + 1)|22 + C · l̃(1

2 tanh(w) + 1) (4.17)

with l̃(x) defined as l̃6 from Equation 4.15. The optimization is done through the Adam
optimizer [85], and the value for the constant C is found through binary search.

The L0 loss is not differentiable, meaning the approach of Equation 4.17, which re-
quires gradient minimization, cannot be directly applied. Rather, the algorithm works
iteratively through a variation of a greedy approach: at each round, the L2 algorithm
is run, and the features with the lowest change are selected, marked as unchangeable,
and then updated. The algorithm is then run on all features except those marked
unchanged. Each time the value of C is selected by starting with a small one and
then, when the attack is not successful, doubling it until a threshold τ is reached or
the attack is successful. The iterative process terminates when a successful attack is
no longer possible for any value of C, indicating we have reached the minimum number
of features for a successful attack. The last successful L2 attack is used as the final L0
attack.

For the L∞ attack, the L2 term in Equation 4.17 is replaced by the use of an objective
function penalizing each term exceeding a threshold τ . The resulting algorithm can be
expressed as:

arg min
g
C · l̃(x+ g(x)) +

m∑
i=1

[(g(x)[i]− τ)+] (4.18)

At each iteration, the algorithm reduces the value of τ if g(x)[i] < τ∀ i, otherwise it
stops the search.

4.2.3.2 Black-box attacks

ZOO Zeroth-Order Optimization Based Black-box Attack (ZOO) [39] is a black-box
attack designed against neural networks, which relies on the confidence scores of the
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model to estimate its behavior. The main idea of the attack is to use the Zeroth Order
Optimization [97] to locally estimate the gradient of the classifier from the confidence
scores and combine it with the Carlini & Wagner attack to obtain a powerful black
box attack. They employ dimension reduction, hierarchical attack, and importance
sampling techniques to limit the number of queries.

The first step in ZOO is the definition of a surrogate loss l̃, inspired by the C&W attack
and defined as:

l̃(x, ȳ) = max(max
i ̸=ȳ

(log(fin(x)[i]))− log(fin(x)[ȳ]),−k) (4.19)

where k > 0 and log(0) is defined as −∞. Contrary to WB settings, the function l̃

cannot be optimized through gradient ascent techniques in a black-box environment,
as the gradients of δl̃(x)

δxj
are unknown to the attackers. To solve this issue, the authors

of ZOO propose to use Zeroth order optimization to estimate the gradient. Specifically,
for each dimension j ∈ m, they compute the perturbation as a small perturbation in
the direction of the gradient estimated gradient as:

δl̃(x)
δxj

≈ l̃(x+ h · ej)− l̃(x− h · ej)
2h (4.20)

where h is a small constant and ej is the basis vector with only the j-th component set
as 1.

Having defined the proxy for the gradient, ZOO optimizes the algorithm through
stochastic gradient descent, where at each round the algorithm randomly picks one
coordinate j, computes the gradient for the coordinate according to Equation 4.20,
and takes a small step in the gradient direction. The optimization is done through
ADAM. Since the attack complexity grows with the size n of the input space, the
authors propose creating a mapping between X and a lower-dimensional projection,
on which the attacks can be computed and then brought back to the original space.
The size of the projection space can be determined through hierarchical attacks, where
attacks are attempted first on smaller dimensions and, if no attack is found, are moved
to a larger projection space until an attack is successful or no projection is made.

Boundary BoundaryAttack [24] is a decision-based adversarial attack, designed to
minimize the L2 loss of successful attacks. Boundary attack works by first finding an
adversarial input xadv(0) such that S(x, f, xadv(0))) = 1 and the box constraints are
matched. Note that xadv(0) does not need to be close to x, as the attack will later
move towards the original input x. To bring the attack closer to the original input
(minimizing the distance between the two), it iteratively modifies it by taking steps
that maintain the attack within the adversarial region while reducing the distance from
x.

At each iteration k, the attack is designed to: i) respect the box constraints, ii) apply a
perturbation of fixed size, and iii) reduce the distance d(x, x(k)

adv) = ∥x−x(k)
adv∥22 between

the adversarial example and the original input.
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Algorithm 1 Boundary Attack
Require: Original input x, model f , target class label ȳ, max number of iterations

Kmax
Ensure: Adversarial example xadv such that S(xadv, f, ȳ) = 1 and d(x, xadv) = ∥x −

xadv∥22 is minimized
1: Initialize k ← 0
2: Sample x(0)

adv ∼ U(0, 1) such that x(0)
adv is adversarial

3: while k < Kmax do
4: Draw random perturbation ηk ∼ P̃ (x(k)

adv)
5: if S(x(k)

adv + ηk, f, ȳ) = 1 then
6: x

(k+1)
adv ← x

(k)
adv + ηk

7: else
8: x

(k+1)
adv ← x

(k)
adv

9: end if
10: k ← k + 1
11: end while

The procedure at each step k works as follows:

1. Sample a perturbation ηk ∼ P̃ (x(k−1)
adv ), typically from a Normal distribution.

Rescale ηk to enforce conditions i and ii.

2. Project x(k−1)
adv + ηk onto the sphere centered at x with radius

r = ∥x− x(k−1)
adv ∥

2
2, (4.21)

ensuring the distance from the original input is preserved:

d(x, x(k−1)
adv + ηk) = d(x, x(k−1)

adv ). (4.22)

3. Take a small step from x
(k−1)
adv toward x, guided by the projected perturbation,

to gradually minimize the distance to the original input while maintaining adver-
sariality.

Since Boundary does not rely on gradient information, it is suitable for attacking any
classifier, including gradient-free models such as Random Forests.

HopSkipJump HopSkipJump [38] is another decision-based black box attack com-
bining some Boundary and ZOO principles. The main idea is the same as Boundary,
i.e., move across the decision boundary to get closer to the original observation. The
main difference is that instead of performing the orthogonal step of Boundary, it ex-
ploits the local linearity of neural networks to estimate the gradient using Zeroth Order
Approximation. It then makes a small step toward the gradient and reaches the decision
border again.
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Figure 4.2: Boundary Attack. First, a random point is chosen as the initial attack. Then,
the first perturbations move the input towards the original input. The attack later proceeds
along the boundaries, closing the distance from the target.

Surrogate Model An interesting property of adversarial attacks is transferability.
Namely, it has been shown that attacks created against a surrogate model are effective
against a different, unknown target model [16]. Attacks have been shown to trans-
fer across different datasets and models [124], exploiting the alignments among model
gradients [52] and, more generally, the similarities among the decision boundaries of
classifiers trained on the same task. Empirically, complex models have proved partic-
ularly vulnerable to such attacks [52].

Attackers can use this property to craft attacks using surrogate models [125, 52, 50].
The idea is as follows: since querying the target classifier may not always be feasible
or efficient, if the attacker can access a labeled training set, they can train a surrogate
model whose properties mimic those of the target. Attackers then test their attack on
the resulting classifier, also known as a surrogate, and utilize attack transferability [52]
to break the target classifier.

Mimicry The idea behind Mimicry attacks is to mimic the behavior of genuine users
with malicious intent [160]. Depending on the considered threat model, this can go from
simply reproducing the statistical properties of genuine data to mimicking the behavior
of a particular user while satisfying a set of domain constraints [32]. An important
part of intrusion and malware detection systems is signature-based classifiers, which
identify patterns in network traffic and code that match patterns present in known
malicious malware and attacks. In this case, detection is based on recognizing known
deterministic patterns; the problem becomes, therefore, generating a valid attack that
does not contain the signature. For machine learning systems, however, the problem is
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generally more complex, as various definitions and metrics for imitating genuine users’
behavior can be employed.

(a) Original Image (b) PGD

(c) Carlini & Wagner (d) Boundary

Figure 4.3: Example of adversarial attacks on images. These attacks have been run with very
little hyperparameters tuning to show how attacks can easily generate realistic images.

4.2.3.3 Problem space attacks

The attacks defined so far are designed to work in the feature space, i.e., they assume
that either there is no feature engineering process, or if there is a feature engineering
process the attackers can insert observations in the feature space [148]. Formally, given
the adversarial perturbation g, the target class ȳ and the feature engineering process
ϕ, the adversarial attack can be defined as xadv = g(ϕ(x)) s.t. f(xadv) = ȳ.

In domains like malware detection, where features are hand-crafted, operating directly
in the feature space may be infeasible [132]. In this case, attacks need to operate in
the data space, creating an adversarial attack xadv = g(x) such that f(ϕ(xadv)) = ȳ.

A possible formalization for the problem is the following [132]: attackers can iterate a
set of transformations g1, g2 . . . ∈ Υ, where Υ is the set of the available transformation,
and the final attack can be expressed as g = g1◦g2◦. . .. The final attack should preserve
the semantics of the original input, i.e., it should maintain a set of desirable properties
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in the feature space, and it should be robust to preprocessing while respecting the
domain constraints in the data space.

To define the set of transformations, a common approach is to use reinforcement learn-
ing. Solutions based on RL have been successfully applied in the domain of malware
detection [78, 132, 158]. As an example, [78] formulates the problem as a reinforcement
learning task, where the attacker has a malware they want to cloak without damaging
its functionalities. The attack is expressed as an RL problem, where the actions are
viable transformations, such as manipulating existing section names and creating new
unused sections. The state is the program (pre-processed to facilitate the ML task),
and the reward indicates whether the attack evades the engine. These attacks can work
both in a white-box and black-box manner, where only the final, hard-label decision is
disclosed [158].

4.2.4 Defenses

It has been advocated that the choice of features may increase the vulnerability of
a model to adversarial attacks [79]. In particular, a set of highly predictive features
that is incomprehensible to humans, and may hence be potentially modified without
the humans noticing it. Specifically, researchers have divided features based on their
usefulness, i.e., how well they correlate with the true label, and robustness, i.e., how
well they correlate with the true label even when the input is adversarially modified.
Notably, while non-robust features suffice for classification, they reduce the robustness
of classifiers trained on them, effectively creating a vulnerability. This is in line with
the conjecture, which uses the lean of causality theory and speculates that robustness
issues come from learning spurious correlations rather than meaningful causal relations
in the data [66] One approach to address this issue would be to create a more robust
dataset that excludes non-robust features.

An approach designed for neural networks proposes a defense mechanism based on
regularization [136]. This is inspired by the classic regularization employed in training,
which can be seen as a weight regularization, to implement a new technique called
input regularization. The key idea is that by reducing the effect that small changes
in the data space may have on the classifier’s decisions, the impact of small changes
is automatically limited, and adversaries require higher leverage on the data to breach
the model.

Another defense mechanism for Deep Neural Networks (DNN) is distillation, a tech-
nique to train a neural network using knowledge transfer from a different DNN. [127]
proposes a distillation version using the knowledge extracted from a DNN to improve
its resilience to adversarial samples. This knowledge is then used to reduce variation
around the inputs, utilizing distillation to enhance the model’s generalization capabil-
ities and, consequently, its robustness against adversarial attacks.

A widespread defense against adversarial attacks is adversarial training; i.e., the use
of adversarial samples in the training of a machine learning model. A form of regular-
ization [69], adversarial training significantly enhances the model’s robustness against
attacks used during the training process. However, recent works show that training
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a model against multiple attacks may be cumbersome [128], and training against a
specific type of perturbation typically does not guarantee protection against different
types of attacks [145]. While some techniques that defend against multiple perturba-
tions exist [156], adversarial training is still a highly incomplete defense. Moreover,
the well-known trade-off between robustness and accuracy [169] implies that all the
proposed defenses have a cost, and employing them when a threat is not present may
result in an unjustifiable loss of accuracy for the classifier.

To date, most defenses have been successfully broken. For example, the original dis-
tillation defense was defeated by [29]. Moreover, even defenses that initially appeared
robust against existing attacks often provide a misleading sense of security. They can
cause gradient-based attacks to fail, yet are later broken under more rigorous evalua-
tions. This includes defenses relying on obfuscated gradients, which can generally be
bypassed once attacks are properly adapted, as well as cases where errors in attack op-
timization or implementation such as issues with attacks convergence and issues with
the loss function [133].

4.2.5 Adversarial learning implementation

So far, we have introduced the theoretical principles behind adversarial attacks. We
now discuss their practical implementation, with a focus on two key aspects: the li-
braries commonly used to reproduce existing attacks and the selection of appropriate
hyperparameters.

Libraries Originally, the only way to use published attacks was to reimplement or
reuse the code from the original paper. However, as adversarial machine learning has
become increasingly studied and the number of papers on the topic has exploded,
more and more libraries have been developed to implement the most common attacks
and defenses in the literature. In this thesis, we rely on the Adversarial Robustness
Toolbox (ART [119]), a Python library originally developed by IBM, which contains
the most commonly used attacks and is compatible with both TensorFlow/Keras and
PyTorch classifiers. Note that some attacks, such as the ones specifically developed for
fraud detection, are not available in any library. For this reason, when necessary, we
will implement them based on the paper description and the required adaptations to
operate under the defined threat model.

Hyperparameters tuning Choosing the right hyperparameters is crucial for the
effectiveness of adversarial attacks. For example, the number of iterations in algorithms
like PGD and Boundary and the value of C in C&W can significantly influence the
strength of the attack. Similarly, parameters like ϵ and Bin PGD and FGSM are
crucial factors to determine the overall success rate of these attacks.

Ultimately, hyperparameter selection is largely empirical. It often relies on two strate-
gies: (1) repeating the choices made in previous papers, especially for experimental
parameters like B (2) performing empirical assessments, for instance, observing when
the perturbed image begins to blur. The common practice in the literature is to as-
sume the worst-case scenario, tuning hyperparameters to maximize the effectiveness of
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attacks. Notably, in black-box attacks, this comes with a tradeoff. Since the process
involves repeatedly attacking the same classifier to adjust the attacks’ hyperparameters
and each attempt queries the model, multiple attacks against the same target resemble
evaluating multiple ML algorithms on the same test set, in a process that partially
resembles overfitting.

4.3 Fraud detection and adversarial machine learning

In this section, we examine the solutions proposed in the literature specifically for
the context of credit card fraud detection. Although these solutions are relatively
few, we highlight how they differ from previously discussed techniques in both their
approach and objectives. Each method attempts to tackle the unique challenges posed
by adversarial scenarios. We present only attacks, as, to the best of our knowledge, no
specific defense has been proposed.

To our knowledge, only two main solutions have been proposed. Since they were both
designed against the same fraud detection system, called BankSealer [31], we begin this
section by introducing the main concepts of the engine, which differ partially from the
formulation given in Chapter 3, which we follow in the thesis. We will then present
the two main solutions, naming them after the approach they follow (Mimicry [32] and
Substitute [33] respectively).

Target classifier BankSealer relies on three different customers’ profilings. The
local profiling characterizes individuals’ spending patterns by modeling users’ trans-
actions to build a histogram. Continuous features are discretized through binning,
and categorical ones are divided based on occurrence counting. The anomaly score of
each transaction is measured against the customer’s histogram through a modified His-
togram Based Outlier Score (HBOS) [67]. The global profiling groups customers into
classes by clustering simplified versions of the local profiles, and giving to each cluster
a global anomaly score. Finally, temporal profiling avoids the repetition of genuine-
looking transactions by monitoring the mean and variance of aggregated features such
as the average amount spent by the customer over a certain time, and monitoring
changes in the aggregations, effectively creating a threshold on the number of daily
and monthly transactions.

Mimicry The goal of the first attack is to generate transactions that match the
genuine users’ profile, hence performing a Mimicry attack [32]. The attack assumes to
have full knowledge of the target BankSealer classifier f , hence allowing it to compute
the risk factor RS computed for each transaction. They define each transaction xi,j,t

through its amount, time t, IBAN (which is a concept analogous for money transfer to
the terminal defined in Chapter 3, and is therefore equivalent to j), and the cardholder’s
IP address (which we can identify with the cardholder i).

They assume that both i and j are fixed, meaning the attacker can only modify the
amount, which we call AMT , and the time t. They define the goal of the attacker as
the maximization of the amount stolen over time, minimizing the RISK that is the
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output of the local profiling and maintaining the features below the thresholds defined
by the classifier. The resulting optimization can be expressed as:

max
∑

x∈Xadv

AMT (x)

s.t.



RS(x) ≤ R̂S, ∀t ∈ Xadv

0 ≤
∑
t∈M

AMT (x) ≤ τAMT

0 ≤ Nd ≤ τNd

0 ≤ Nm ≤ τNm

(4.23)

where Xadv is the set of adversarial transactions made by the attacker, Nd and Nm are
their number of daily and monthly transactions, respectively, and τNd

and τNm are the
thresholds posed by the temporal profile on the two values. To avoid the interference
from the original cardholder, the attack assumes that a Trojan blocked them from
accessing their bank application, facilitating the optimization of equation 4.23.

Surrogate Model In the second work [33], the authors rely on the following three
assumptions:

– The attacker has access to a dataset to train the surrogate model.

– The attacker can observe the last month of transactions performed by the cus-
tomer and their funds availability.

– The attacker can execute transactions on behalf of the victims.

They then formalize the attackers’ knowledge as the tuple:

κ = {D,ϕ, f, w,Xi} (4.24)

where D represents the training set knowledge, ϕ the feature engineering process used
by the fraud detection engine, fw the trained classifier of parameters w, and Xi all the
previous transactions performed by the customer i. In the most challenging setting,
the black-box one, the authors assume that the attacker has access to the last month
of transactions performed by the customer and to a training set TR′ that shares some
similarities with the one used to train the classifier f , and that they can use TR′ to
train a surrogate classifier f ′. Assuming they know the feature engineering process ϕ,
they can then create transactions and bypass the oracle. The knowledge ΘW B assumed
for black-box scnearios can be expressed as:

ΘBB = {D′, ϕ, f ′, w′, X ′
i} (4.25)

where X ′
i are only the transactions performed in the last month.

As in the previous case, the attacker controls only the amount AMT and time t of
the transactions. They generate raw transaction candidates and then use the surrogate
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model to filter only those that are unlikely to be detected by the target system. In
essence, each candidate corresponds to an amount and a timestamp. For the former,
the authors assume they follow a consistent strategy where they perform low, medium,
and high amounts of fraud, respectively. The transaction time candidates are instead
selected through a bucketization of the time. The algorithm is the following: for each
transaction performed by the cardholder, all aggregations used by the classifier are
considered. Specifically, for each window τ and transaction x, a candidate x + τ + ϵ

is generated, with ϵ being a very small time interval, and τ = 0 is added to the
aggregations pool.
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Chapter 5

Assessing adversarial attacks in fraud detection

Adversarial Machine Learning has been extensively studied, with numerous attack and
defense strategies having been developed over the years, particularly in the domain
of image recognition. Recent works have explored AML in domains such as malware
[78] and intrusion detection [51], providing theoretical insights into domain-specific
challenges.

A notable gap remains in the analysis regarding fraud detection. Even the few works
that have studied this problem have done so starting from a specific threat model,
which, although plausible, fails to capture the full range of possible adversarial behav-
iors and scenarios. Overall, the literature lacks a systematic and rigorous examination
of the threats posed by AML to fraud detection systems, which is necessary to design
new attack strategies and critically evaluate the threat posed by existing ones under
realistic conditions, both requirements for properly assessing the robustness of existing
systems.

In this chapter, we examine the specific constraints and requirements that the credit
card fraud detection domain imposes on potential adversarial attackers. These application-
specific factors play a key role in shaping the feasibility and effectiveness of various
attack approaches. We then analyze how well current attack strategies perform when
subjected to these domain-specific constraints. This threat analysis, conducted in this
chapter, provides a clearer picture of the current vulnerabilities in fraud detection sys-
tems and forms the foundation for the novel attack method introduced in Chapter 7.

The rest of the chapter is organized as follows: we define in Section 5.1 a high-level
threat model specific to fraud detection. This formulation re-adapts the general frame-
work previously introduced in Section 4.2 to suit the fraud detection problem described
in Chapter 3, examining the primary challenges that adversaries face when attempting
to attack fraud detection models. For each challenge, we discuss its practical impli-
cations and analyze how it impacts the effectiveness of the algorithms introduced in
Chapter 4. In Section 5.2, we instead focus on what is possibly the main advantage
fraudsters face when compared with computer vision, the quasi-total lack of human
supervision in the detection process. In Section 5.3, we present experimental results
designed to empirically showcase the significance of the issue raised in Section 5.2,
comparing the performance of state-of-the-art adversarial techniques with that of a
simple baseline attack explicitly designed to take advantage of the absence of human
supervision. Finally, in Section 5.4 we discuss the results and their significance in the
context of this thesis.

61
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5.1 Threat modeling fraud detection

The preeminent threat to fraud detection mechanisms is evasion [33, 34, 104], as poison-
ing a fraud detection system necessitates gaining access to its training data. Since such
data remain inaccessible to the general public, the only way to modify the training set
is to engage in transactions that undergo initial scrutiny by the existing fraud detection
system before they are utilized for knowledge updating. Consequently, introducing a
misclassified data point would necessitate the prior resolution of the evasion problem
of bypassing the existing classifier.

Specifically, we can formulate the problem as follows, using Equation 3.2 to define the
target fraud detection system f . Attackers compromise a subset Catk of cards and can
use them to interact with a subset Matk of merchants that are either compromised by
the attacker (i.e., merchants through which the attacker can transfer or recover the
transaction amount ) or sell products that can be resold later. The fraudster cannot
modify the merchants’ characteristics, the only difference between the merchants in
Matk and the broader M is that they can only connect to the former to perform fruds.
The attack happens in time, meaning that for each fraud x′

i,j,t the attacker must choose
the time t, respecting the constraints that transactions must be executed in the correct
time order. We define the attack process as selecting a card from Ci ∈ Catk, deciding
an attack time t, choosing a merchant mj ∈Matk, and then computing the transactions
feature xi,j,t. Whenever a transaction is blocked, the card Ci used in the process is
removed from Catk.

Algorithm 2 Fraud detection general attack formulation
Require: Card set Catk, merchant set Matk, classifier f , initial time tinit, final time

tfinal

1: tabs ← tinit

2: while Catk ̸= ∅ and tabs ≤ tfinal do
3: Select a card Ci ∈ Catk

4: Select a merchant mj ∈Matk

5: Choose an attack time t > tabs

6: tabs ← t
7: Compute transaction features xi,j,t

8: if f(xi,j,t) = 1 then ▷ Transaction is blocked
9: Remove Ci from Catk

10: end if
11: end while

The attacks should also be fully black-box as fraud detection systems are well-protected
from public knowledge. In fact, the only possible interaction for attackers would be
to perform frauds and see whether the fraud detection engine blocks the transactions,
meaning only hard-label algorithms can be used. Finally, fraud detection is often
performed using Random Forest classifiers [27]. RFs have a non-differentiable loss,
meaning gradient-based attacks would need to employ transferability to work against
it.

The attacks defined in Section 4.3 have solved a special case of the aforementioned prob-
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lem, where Cadv includes only one card ī, the only merchant in Madv is the fraudster’s
account j̄, and the fraud detection engine does not perform terminal-level aggregations,
meaning that ψm(m, t) = {∅}.

In the following sections, we will focus on the primary challenges these issues pose to
attackers. Specifically, we will focus on the challenges posed by the feature engineering
process, the online nature of the attack strategy, the continuous repetition of the attack
strategy, and the presence of multiple layers of classification.

5.1.1 Feature engineering

Fraud detection systems can utilize time-dependent features to work [92], where the
past transactions of a card influence the probability of any transaction being accepted.
Traditional adversarial attacks work at the aggregated feature level, assuming that the
input is directly passed to the machine learning classifier f . Hence, to use these attacks,
fraudsters must find transactions that, when processed together with past transactions,
yield the same result as standard evasion attacks [33]. In general, such transactions
are extremely hard or even impossible to find. Additionally, in real-world scenarios,
several transactions’ features are not observable or controllable by the attacker. For
example, the average number of frauds on a terminal in the last few days, as used
in [92], is generally unknown to users and fraudsters alike and cannot be considered in
the evasion attack employed.

Take a simple case, shown in Figure 5.1, where we consider only two transactions. If
the two inputs were independent, as is the case for images in computer vision, designing
an attack for an input x would mean finding the input g(x) that flips the predicted
label f(g(x)) while maintaining some desired properties. If, however, we assume that
in the middle, there is a feature engineering process that combines the two inputs x1
and x2, as is the case for the transactions aggregations defined in Chapter 3, finding
a valid perturbation g(x) means finding an attack that satisfied f(ϕ(x1, g(x2))) = 0,
where x1 may be unknown to the attacker.

Past works on fraud detection (Section 4.3) have solved the problem by assuming com-
plete or partial knowledge of the past transactions performed by the customer and of
the feature engineering process ϕ, as well as access to a training set to train a surrogate
model, allowing to compute f(ϕ(x1, g(x2)) for each transaction x directly. This comes
with a different set of constraints: first, obtaining access to surrogate training data is
not necessarily easy in fraud detection. Second, obtaining past customers’ transaction
data requires infiltrating their devices with a Trojan or other costly methods. In Chap-
ter 6 we will show that this seems to go beyond the capability of most fraudsters, and
we will show that both constraints can be generally overcome in 7.

Other attacks would struggle even more. It would be difficult for white-box attacks to
compute meaningful gradients, as aggregations like count or mean over a time window
are not directly differentiable with respect to a single transaction’s features. Decision-
boundary attacks would instead struggle with changing the boundary, as all new trans-
actions would face a slightly different boundary, even if they had the same controllable
feature values.
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We will further investigate the connection between fraudsters’ behaviors and past trans-
actions computed by the cardholder, as described in Chapter 6, where we aim to assess
the dependency between the two factors using a real historical dataset.
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(a) Computer vision
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(b) Fraud detection
Figure 5.1: a) Computer vision. The rectangle on the right represents the input space, and
the arrow f represents the classifier. Each image is directly processed by the classifier, meaning
that when the attacker modifies an image, they do not need to consider any other images in
the dataset. b) Fraud detection: the feature of a transaction may depend on the previous
transactions. Hence, the optimal adversarial attack cannot be computed independently from
all other transactions.

5.1.2 Attacking online systems

Online payments are continuously working and updating, either due to retraining as
a concept drift adaptation solution (See Section 3.2), or because the addition of new
transactions to the system modifies the feature engineering process, effectively changing
the way attacks should be performed.

In general, credit card fraud detection is an example of a one-pass problem, meaning
that the perturbation is added each time t without access to all the elements xt′ in
the series, where t′ > t. This leads to a clear issue: old knowledge about the fraud
detection system f may no longer be useful, as the decision boundary for transactions
continuously changes over time.

Furthermore, this leads to a problem known as decision irrevocability [113]: in a stream-
ing environment, the attacker must decide whether to launch an attack in the present
moment, and once made, the decision is irrevocable. Past work has analyzed the prob-
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Time

Attack
Effectiveness

TRX1 TRX2 TRX3Retraining

Figure 5.2: K-secretary problem in fraud detection. The effectiveness of an attack (y-axis)
fluctuates over time as new transactions (TRX) arrive or the model is retrained. An attacker
must make an irrevocable decision to act at a given point, mirroring the k-secretary problem.

lem of the attacks’ irrevocability in a streaming environment through a theoretical
approach, where a deterministic variant of the problem was studied. [113]. Specifically,
they focus on a situation where the adversary must execute k successful attacks within
discrete time composed of |t| streaming data points, where k << |t|, and re-conduct
it to the classic computer science problem, named k-secretary problem [65], where one
must choose the k best candidates as secretaries from a randomly ordered set of n
potential candidates.

In practice, this forces adversarial attacks to incorporate the attack time into their
system. Treating the problem as static could lead to two problems. First, attacks need
a tool to weigh knowledge based on their recency or validity, not unlike the concept drift
problem we defined in Section 3.2. Second, there may be better and worse moments to
attack; the choice may have a significant impact on the effectiveness of the attack.

Concept drift can be a challenge for Surrogate Attack and Mimicry too. The attacks
defined in Section 6.2 for instance require access to a surrogate training set to define the
attacks. This is generally challenging to obtain, due to the secrecy of fraud detection
data. Even if they managed, the ever changing nature of the card payment process
means that the utility of old training sets is further reduced, further complicating the
fraudsters’ job.

5.1.3 Repeated attacks and value maximization

In fraud detection, attackers have access to a limited number of payment cards and aim
to maximize their profits before these cards are detected and blocked. Malware can
be copied cost-free to target all devices protected by the breached malware detection
tool. Therefore, given its inherent scalability, attackers are highly rewarded for any
successful attack. Credit card fraudsters, instead, need to steal cards to perform their
fraud and can only operate until they have exhausted their available cards, i.e., the
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cards they have compromised.

Furthermore, the number of attempted frauds an attacker can perform is limited by the
number of cards they have stolen, as a suspicious number of attempted transactions will
never be tolerated, meaning that black box algorithms need to be incredibly efficient in
crafting new frauds. This represents a significant difference from the traditional threat
model defined in computer vision, which implicitly assumes the same query budget for
each attack image, and from malware detection, where successful attacks can be shared
with other devices that share the same breached detectors.

The black-box attacks defined in Subsubsection 4.2.3.2 are poorly designed to perform
multiple attacks; they estimate a local function flocal for each attack, and they lack
a mechanism to reuse these estimations when crafting another attack from a different
area of the data space, which is what happens in fraud detection. More generally, all
attacks defined in Chapter 4 are computed independently for each observation. The
optimization algorithm reported in Equation 4.20, for instance, must be independently
computed for different x, making the scalability of these attacks at times questionable.

A less severe limitation concerns the goal: these attacks are designed to maximize the
success rate, and they are designed to maximize the success rate of a single attack, nor
the cumulative profit from a series of attacks under resource constraints.

5.1.4 Rule-based and statistical classification

Virtually all the attacks defined in the Chapter 4 treat the target system as a machine
learning classifier. This is particularly true for gradient-based attacks, which need
the model to be generally differentiable to find the optimal solution. However, fraud
detection systems, as discussed in Chapter 3, are composed of multiple layers, with rule-
based and statistical rules combining with data-driven models, as shown in Equation
3.2.

This has generally two main implications. First, the presence of clearly non-differentiable
components like the rules makes gradient-based techniques generally unfeasible, as the
decision function of the classifier remains fixed for large areas of the dataspace, effec-
tively impeding any application of gradient descent. Second, some of the rules may
focus on the frequency of such attacks: this severely limits the feasibility of a query-
based approach. While query detectors can be bypassed by explicitly training attacks
to evade detection, this is a cumbersome process, making attacks generally less scalable
or efficient if these detectors are present.

It should be noted, however, that this issue is less relevant for techniques developed
outside of the computer vision domains. The Mimicry and Surrogate model approach
described in Section 4.3, are only marginally influenced by these factors, and RL-
based attacks can be optimized to fool the fraud detection engine as a whole, without
differencitating between single models and ensemble solutions.
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5.2 Lack of human supervision

In this chapter, we have shown how traditional adversarial approaches encounter sig-
nificant challenges when applied to fraud detection. However, all limitations could
in principle be overcome. A similar process has been employed in loan application
frauds, where researchers have identified the need for realism in attack generation, the
requirement for custom norms for distance, and the presence of non-editable features
as limitations for traditional approaches [34]. However, they also demonstrated that
ZOO [39] can be modified to address these constraints, effectively making traditional
solutions a suitable starting point for attacks designed for the loan application domain.
The goal of this chapter is to assess whether a similar approach can be employed in
credit card fraud detection.

In fraud detection, assuming a level of social engineering, attackers may have access to
the feature engineering transformation, and we may imagine that the time-dependent
nature of the problem could be solved by simultaneously stealing an extremely large
number of cards and performing fraud with all cards considered. While these assump-
tions are highly pessimistic, they can be used as a worst-case scenario, a common
approach in computer security literature. However, using attacks from other domains
fails here because they are built on assumptions that are simultaneously too optimistic
(e.g., full control over transaction features) and too pessimistic (e.g., the need to remain
close to an ’original’ fraud). Therefore, such a security analysis will fail, necessitating
the implementation of alternative security measures.

Therefore, we will focus here on the main advantage attackers enjoy in fraud detection
compared to computer vision: humans do not supervise all attacks. As such, fraudsters
do not need to minimize the distance from the original fraud. The concept of original
input originates from the computer vision domain, but it is not directly translatable
to fraud detection. A possible comparison would be the transaction that the fraudster
would have performed before employing adversarial techniques to cloak the attack.
While this could be an essential advantage, we argue that current black box attacks
cannot exploit it. In fact, most existing attacks are not feasible to work against fraud
detection because they make too strong assumptions. Consider Boundary Attack as
an example [24]. Boundary, shown in Figure 4.2, samples the data space to find a
valid attack and then tries to get closer to the original observation by moving along
the decision boundary of the model. It queries the model to evaluate whether the
resulting attack is valid at each step, needing only the hard label as an answer. This is
a reasonable assumption in image recognition, where the attacker aims at modifying an
image label without making it look substantially different to human eyes, and generally
when two similar images in the pixel space also look similar.

In fraud detection, the last step is unnecessary. Fraudsters can perform transactions as
they wish, subject to certain constraints, and are not required to modify an observation
so subtly that a human cannot recognize the change. Other constraints may still bind
them, but there is no equivalent in credit card fraud detection of the original image to
move towards. Once the closing steps are removed, the whole attack will be reduced
to a random sample of the data space. If the problem could be tackled using a white
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box attack, techniques like Fast Gradient Sign Method (FGSM) [69] could still solve
it by starting at a random point and moving along the gradient until they find a valid
attack, eventually using optimization techniques to avoid local maxima. However, this
is not possible in the black box hard-label scenario, nor will the discovered solution
necessarily be optimal.

This severely affects the viability of using existing attacks as a benchmark for evaluating
the robustness of existing classifiers. Analyzing what happens when the distance con-
straint becomes less relevant translates into minimizing Equation 4.6 for increasingly
large values of the perturbation budget B.

We substantiate our hypothesis with a comprehensive experimental evaluation. First,
we build two simplified fraud detection engines: a neural network and a random forest.
We attack both models in a simple setting and show how both can be breached us-
ing traditional attacks, especially when we allow for significant attackers’ capabilities.
Next, we focus on situations where attackers do not need to be close to the original
perturbation, particularly in more realistic black-box attacks. We show that while
they can be effective given a limited number of queries, they are inferior to a highly
naive attack we create for the occasion, which does not aim to minimize the distance.
Naturally, our test attack is not designed to work in a real-world scenario. Therefore,
intentionally, our experiments are performed in a simple scenario that does not consider
issues such as complex feature engineering and the other constraints defined in the first
part of the chapter.

Instead, we show that existing attacks are neither a viable choice nor can be used to
assess the robustness of existing fraud detection engines. Robustness assessment for
most applications should start from a correct threat design, and a critical evaluation
of the viability of classic adversarial machine learning assumptions in the context of
the target applications is required. This relies on the understanding of the specific
challenges and opportunities the domain poses to attackers, as well as the development
of further research on adversarial attacks and defenses, where the focus should be on the
research generalization to avoid overfitting our security assessments on the properties
of a specific domain problem.

5.2.1 Random Sampling Attack

To test our idea, we built a simple Random Sampling Attack. The attack is given a
maximum distance inside which to search and a maximum number of queries. Cen-
tering the attack on the original fraud, it samples the dataspace within the allowed
distance until it finds a valid attack or reaches the allowed number of queries. This
straightforward algorithm mimics the initial steps of the boundary attack, with the
only improvement being the inclusion of a distance constraint.

5.3 Experiments
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Algorithm 3 Random Sampling Attack
Require: Classifier f , original frauds {x1, x2, . . . , xn}, maximum distance B, maxi-

mum number of queries Qmax
Ensure: Adversarial mapping g(x) for each fraud x

1: q ← 0 ▷ Initialize query count
2: for each original fraud x ∈ {x1, x2, . . . , xn} do
3: while q < Qmax do
4: Sample x′

adv such that ∥x′
adv − x∥ ≤ B

5: q ← q + 1
6: if f(x′

adv) = 0 then ▷ Valid attack found
7: g(x)← x′

adv

8: break
9: end if

10: end while
11: end for

5.3.1 Problem Formulation

The attacks are conducted in the feature space and without considering the non-ML
components of fraud detection, meaning that the problem formulation resembles that of
Equation 4.6 more than the one defined in 2. This is consistent with designing attacks
in a simplified setting, following the pessimistic assumption of this Section.

Formally, we consider fraud detection as a binary classification problem, where each
fraud is characterized by a tuple {x, y}, where x is the feature vector and y ∈ 0, 1 is
the label. We refer to genuine transactions as those for which y = 0, and to fraudulent
transactions as those for which y ̸= 0. We call a fraud detection engine a binary
classifier f , which takes an observation x as input and tries to predict its label y. The
classification is correct if f(x) = y and wrong otherwise. For black-box attacks, we will
call q the number of queries to the model that they require to craft an attack. In this
case, we modify the notation to g(x, f̂q) since the attacks are based on the classifier
estimation obtained after q queries.

5.3.2 Metrics

We evaluate adversarial attacks in terms of their success rate, number of queries, and
change magnitude. Concerning the attacks, we use the quadratic norm ∥g(x, f̂q)∥22, a
distance metric for the change magnitude d. We then measure the success rate, defined
as the percentage of modified transactions that changed the label (see Subsection 4.2.2),
moving from being classified as fraudulent to genuine. As the success rate depends on
the change magnitude, we build a curve that measures the attack success rate for each
allowed change magnitude. Finally, we count the number of queries each attack uses.

Regarding fraud detection classifiers, we evaluate their performance using the metrics
outlined in Subsection 2.1.1.
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(a) Original Image

(b) Boundary (c) Random Sampler Attack

Figure 5.3: Example of Random Sampler Attack and Boundary compared on their effec-
tiveness in image recognition, a domain where attacks’ imperceptibility is extremely relevant.
A visual inspection of the images shows how Random Sampler struggles to generate realistic
attacks in this domain. The distance for the Random Sampler attack was selected to guarantee
the attack’s success, which is zero for small perturbation budgets.

5.3.3 Implementation Details

Fraud Detection Classifiers We rely on the classical implementation available on
SKLearn [129] for the Random Forest classifier. Concerning the Neural Network, we
built our model as a simple Sequential network on Keras instead. Regarding data
imbalance, we employ standard processing techniques commonly used in the fraud
detection literature [48].

Adversarial Attacks To implement the attacks, we rely on the Adversarial Ro-
bustness Toolbox (ART) [119]. Among the implemented algorithms, we focus on the
evasion attacks defined in Chapter 4 that enable us to use the L2 distance metric as a
common measure.
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Dataset For our experiments, we use the widely used Machine Learning Group Kag-
gle dataset [48] for fraud detection, discussed in Section 3.3. We normalize the data to
enable the implementation of existing attacks on it using standard norms directly.

5.3.4 Experiments Settings

Accuracy Recall Precision F1 PR-AUC
Random Forest 0.9987 0.8875 0.5685 0.6921 0.7737
Neural Network 0.9989 0.8412 0.6263 0.7143 0.7301

Table 5.1: Fraud Detection classification performance metrics

Our experiments intend to corroborate the analysis performed in Chapter 3 by com-
paring Random Sampling attacks with existing attacks in standard settings and then
when relaxing the distance constraint. As competitors, we employ white and black box
approaches, with the former evaluated solely in terms of success rate and the latter
also assessed based on the number of queries required for the attacks.

To do so, we divide our experiments into three phases. First, we split the data into
a training and a test set. We then jointly train a Random Undersampler and two
standard detection classifiers: a Random Forest and a Neural Network. We measure
their performance in a non-adversarial environment. Then, we test all attacks against
the classifier they can be employed against and measure their performance for different
change budgets, which increase to an infinite value. We measure the effectiveness of
the attacks against both classifiers.

A clear best practice is lacking in adversarial machine learning literature concerning
the choice of the attacks’ hyperparameters. Attacks are often optimized at hand to
reach the best performance. However, this approach is both time-consuming and not
scientifically sound, as hyperparameter tuning is typically performed on the same model
one wants to attack, effectively leading to an information leakage that is unreasonable
in a black box setting. Similarly, cross-validation would suffer from the same problem.

In this chapter, we rely on random sampling among the available hyperparameters,
providing a lower bound on the effectiveness of the attack. Then, we analyze the
number of employed queries for all attacks, measuring their impact on the success rate
given a certain allowed change magnitude. This results in a scatterplot. Experiments
are repeated multiple times to provide significance.

5.3.5 Results Evaluation

First, we show the results of the two classification algorithms in Table 5.1. Significant
undersampling was employed to achieve a high recall score and effectively test the
attacks. The results on a Neural Network are shown in Figure 5.4.

As expected, when considering the standard setting of attacking a neural network with
a slight change budget, white box attacks are superior to all the others, given that they
can exploit the model’s knowledge. However, many queries can help black box models
achieve similar performance. Crucially, random sampling is not a viable approach in
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Figure 5.4: Attack success rate against a Neural Network. While white-box attacks are
effective at small budgets, Random Sampling (orange line) only becomes effective at large
budgets, where it matches or exceeds other black-box methods.

Figure 5.5: Queries Budget and Success Rate relationship against Neural Networks with four
runs per method. The results show how the RandomSampler attack can reach a success rate in
line with the best runs of Boundary and Hopskipjump while using a significantly lower number
of queries.
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Figure 5.6: Attacks Success Rate against Random Forest Classifier, evaluated for different
allowed budgets

Figure 5.7: Queries Budget and Success Rate relationship against Random Forests with four
runs per method.
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these settings due to the lack of efficient mechanisms to simultaneously identify viable
attacks and minimize the distance.

Even with the relatively large budget of 1, which allows attacks to reach a success
rate far larger than 50%, the attack is still utterly incapable of achieving any success.
However, when we consider a change budget large enough to make the constraint
irrelevant, Random Sampling performs in line with the best attacks in the literature.
More importantly, it does so in the most efficient way. As shown in Figure 5.5, no other
attack is as efficient and effective regarding queries and success rate as the Random
Sampling in this setting.

Figures 5.6 and 5.7 show how the results hold for Random Forest. For both target
classifiers, the relative performance of Boundary and HopSkipJump varies slightly from
distance to distance. This is due to the choice of hyperparameters and the number
of queries employed, which vary accordingly. The second interesting observation is
how Random Forests are significantly more robust to attacks than Neural Networks.
Boundary and Hopskip are always less effective for small changes when facing a Random
Forest Classifier. This observation, in line with previous findings from adversarial
machine learning literature [55], is particularly relevant for credit card fraud detection,
where random forests are widely used [49, 101].

Overall, our results confirm our expectations based on the analysis done in Chapter 3.
First, when working under traditional adversarial machine learning assumptions, at-
tacks are effective on credit card fraud detection data, indicating that they can also
be employed on different datasets, such as those from image recognition. At the same
time, even using a different classifier type can reduce the attacks’ effectiveness. More-
over, successful attacks often employ multiple queries to achieve optimal performance.
Real-world credit card fraud detection engines block the cards before they reach this
number. Finally, attacks are based on the notion of minimizing the distance. When
this limitation is ignored, they are inferior to the Random Sampler Attack.

5.4 Conclusions

In the information age, online applications and production are generating a large
amount of data, enabling data-driven decisions to enhance the efficiency of most eco-
nomic decisions. Increasingly more interconnected data-driven systems rely on machine
learning, which is essential in the modern data economy. While machine learning is
now central to securing financial systems, most methods used to assess its security
have been developed for other domains, and the transferability of these techniques is
dubious.

Studying the vulnerabilities of machine learning algorithms and systems is necessary to
ensure their robustness and trustworthiness. Research on Adversarial Machine Learning
has been addressing this issue for more than a decade [77]. However, the heavy focus on
image recognition has significantly influenced how most techniques have been designed,
and their assumptions can severely impact the applicability of adversarial attacks to
different domains.



5.4. Conclusions 75

In this chapter, we focused on evasion attacks against fraud detection. We showed how
even a straightforward attack can outperform existing techniques when some of the
assumptions they are built on are no longer valid. Our attack could not be applied
to a real fraud detection environment, where some variables are hidden from the at-
tackers and cards are easily blocked; however, the same holds true for other existing
attacks. Moreover, we showed how most attacks perform better against a neural net-
work classifier than against other algorithms, meaning that the specific classifier used
in an application impacts the application’s robustness. Finally, we showed how the
number of required queries for most attacks is incompatible with the credit card fraud
detection environment, making them unfeasible.

Crucially, this does not prove that fraud detection is secure. The lack of a clear attack
direction does not guarantee security. Instead, if we do not know the true vulnerabilities
of our system, we risk attackers discovering them first, which can lead to zero-day
attacks. As unknown vulnerabilities cannot be patched, this is an extremely dangerous
scenario [19]. The same principle can be applied to different data-driven systems. Each
application presents different attacking scenarios and assumptions, and the excessive
focus on image recognition can lead us to misdirect our research and security threats
assessments.





Chapter 6

An adversary model of fraudsters’ behavior to improve oversampling in credit card
fraud detection

6.1 Introduction

Ultimately, this thesis aims to improve the robustness of fraud detection engines vis-à-
vis adaptive fraudsters, who constantly modify their strategies to evade existing con-
trols. A significant step toward this objective is to understand what fraudsters already
do. This will not directly answer any question concerning the strongest fraudsters’
capabilities, but can provide a baseline about their behavior, what factors influence it,
and ultimately, what kind of attacks we are likely to see in the future.

To achieve this goal, we construct here a model of fraudster behavior based on the
analysis of real historical transactions provided by our industrial partner, Worline S.A.
In particular, we investigate whether the actions of fraudsters follow regular patterns
and whether they exhibit any systematic relationship with the transaction history of
the cards they target. As discussed in Chapter 5, the latter is significant because it is
closely related to the threat model assumptions made by previous works in the field.

Our initial analysis focused on modeling the dependency between the last genuine trans-
action and the subsequent first fraudulent transaction on a compromised card. Were
this dependency statistically relevant, it would mean that fraudsters already use this
information to design their transactions, following smart attack patterns and possibly
performing some variations of the Mimicry attack defined in Section 4.3. However,
despite extensive modeling efforts, we did not obtain results with sufficient accuracy
to establish a reliable predictive pattern. Instead, we realized that the behavior of
fraudsters does indeed exhibit time-dependent patterns. This behavior may not be
adaptive, but it suggests they are following some kind of strategy, a necessary step
towards adversarial behavior.

To leverage our modeling work, we propose a new resampling framework, named
Adversary-based Oversampling (ADV-O), for oversampling credit card transactions that
are fraudulent. In fact, credit card fraud detection is a heavily imbalanced problem,
with genuine transactions far outnumbering the fraudulent ones. Despite numerous
works addressing the issue through the use of algorithms [131, 123] and data-level tech-
niques [117, 48], the existing methodologies currently fail to acknowledge that fraudsters
may employ various strategies to circumvent card blocking and enhance the success rate
of their fraudulent activities. ADV-O is the first work in fraud detection literature that
takes this into account.
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ADV-O relies on two different learning algorithms. The first algorithm, named MIMO
ADV-O, models the dependency between consecutive fraudulent transactions executed
with the same card, emulating the behavioral patterns exhibited by fraudsters. Specif-
ically, we train a multi-target regression model to forecast certain characteristics of a
fraudulent transaction based on its preceding one, and we utilize this model to gener-
ate a set of artificial fraudulent transactions. The second algorithm, called TimeGAN
ADV-O, is based on TimeGAN[167] (see Subsection 2.2.2), a popular adaptation of
Generative Networks for time series. This algorithm is used to model each chain of
fraudulent transactions as a time series.

Both MIMO ADV-O and TimeGAN ADV-O differ from traditional oversampling strate-
gies used in fraud detection. Conventional techniques like SMOTE and GAN treat each
fraudulent transaction as an independent sample from the same distribution and do
not consider any dependency on the card used for the transaction or its transaction
history. ADV-O algorithms, instead, model transactions as complex time-dependent
problems.

The primary contribution of this chapter is a novel framework for managing the im-
balance in fraud detection data, which explicitly models the behavioral patterns of
fraudsters and their time-dependent dynamics. In particular

– We propose the first quantitative model of fraudsters’ behavior, where the fraud-
sters’ actions depend on the card they have access to and their previous actions.

– We uncover the existence of a substantial dependency between consecutive fraud-
ulent transactions through a comprehensive analysis of transactions history.

– We design a novel framework composed of two oversampling algorithms, both
based on a study of fraudsters’ behavior, called MIMO ADV-O and TimeGAN
ADV-O, respectively.

– We conduct a comprehensive experimental evaluation of the proposed methodol-
ogy using over 20 million real credit card transactions, comparing it with state-
of-the-art oversampling techniques.

– To ensure the reproducibility of our results, we design a transactions simulator
inspired by existing literature and replicate our experiments on synthetic, publicly
available data.

The organization of the chapter is the following: Section 6.2 reviews the current litera-
ture, Section 6.3 provides a formal description of the problem, Section 6.4 describes the
main contributions, while Section 6.5 assesses the effectiveness of our algorithm on both
a large real dataset (20M+ transactions over two months) provided by our industrial
partner and a synthetic dataset. We then explain in Section 6.6 the statistical tests
used to evaluate the results of our approach. Finally, we discuss the results obtained
and analyze the plausible next steps for research in Section 6.7.
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6.2 State of the art

To the best of our knowledge, no quantitative model of fraudsters has ever been de-
signed. The closest related work is synthetic transaction generators such as the MLG
generator [92] and CardSIM [6]. We refer to the full explanation of both in Section 3.3
in the Background chapter. Both works, however, use simplified fraudulent patterns
for attackers and are not built on models trained on real data.

Concerning the resampling algorithm, we refer to Section 3.1 for a general description
of imbalance learning solutions. We focus here on the closely related domain of time
series analysis and oversampling. In fact, when we consider the time dynamics of
the frauds, we enter the domain of time series analysis. Cardholders exhibit specific
spending patterns, creating time dependencies among their transactions.

In fraud detection literature, multiple works consider genuine transactions as time
series to detect anomalies [116, 137]. Instead, [60] uses the time series nature of the
transactions to train classifiers explicitly designed for time series. In line with other
works that suggest the possible utility of deep learning in fraud detection [4], they use
an ensemble of Long Short Term Memory recurrent networks [75], which work on data
rebalanced with a new hybrid resampling method called SMOTE-ENN, which combines
oversampling and undersampling algorithms to best resample the data.

Closer to our work, the authors of [99] model both genuine and fraudulent transac-
tions as time-dependent and use this to craft new features. Interestingly, explicitly
considering frauds as time series is much less common. The most related work [170]
starts from the assumption that frauds are a time series and designs a variant of a
GAN to exploit this fact in generating synthetic frauds, that are then used to perform
oversampling. The resulting synthetic frauds are then analyzed to verify whether they
are similar to the original frauds in the dataset. Their influence on a classifier is then
compared to that of a VAE and a generic GAN using accuracy as the primary metric.
The main limitations of the work lie in the lack of comparison with other oversampling
algorithms, the lack of metrics more suited for imbalanced classification tasks, and the
absence of an explicit model of fraudsters’ behavior.

Time series can also be employed for oversampling, where synthetic data are generated
in series instead of single data points. This is particularly relevant for our work, as
considering the frauds as a time series allows us to compare such methods to classical
approaches. Defining a good generative model for time series data is not trivial, as the
generated data should resemble the original points in terms of point-to-point similar-
ity (i.e., the statistical similarity between all points in a time series) and conditional
dependence between sequential values. For our work, we opted to use TimeGAN [167]
(See Subsection 2.2.2).
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6.3 Problem Formulation and notation

We assume to have access to a training set Dtrain and a test set Dtest of transactions
related to a set C1, C2 . . . CC̄ of c cards. Each transaction is denoted by zi,j

1 where
j stands for the transaction number and i for the associated card. A transaction zi,j

is described by a feature vector xi,j of size n and a label yi,j indicating whether the
transaction is fraudulent (yi,j = 1) or genuine (yi,j = 0). For the sake of conciseness, we
will also use the notation z+

i,j to indicate that the transaction zi,j is a fraud (yi,j = 1) and
z−

i,j if zi,j is genuine (yi,j = 0). The transaction features belong to three main categories:
i) the card’s features, e.g. the transaction history and the cardholder information, ii)
the terminal’s features e.g., its location, activity time, and transactions history, and
iii) the transaction features, e.g., the amount and time of the transaction. We will refer
to generic terminal features with TRM and to transaction features with TRX. The
fraud detection problem is formulated as a binary classification problem [49] where a
classifier associates to each feature vector xi,j an estimated probability pi,j

in of fraud.
The assessment of the detection procedure involves training the classifier on Dtrain and
evaluating its accuracy on Dtest using a set of conventional metrics described in the
experimental section.

6.4 Contributions

The main assumption of this chapter is that fraudsters exhibit a behavioral pattern
that can be partially inferred from the transactions they perform. This pattern can be
conceptually decomposed into two components:

– fraudsters adapt to the characteristics of the cards they have access to;

– they perform various transactions according to a certain plan, meaning we can see
each chain of frauds as a series of highly correlated and time-dependent elements.

Our work aims to validate these assumptions, design a quantitative model of fraudsters’
behavior from real data, and show that this model is predictive of fraudsters’ actions.
We use such a model in a new framework for oversampling in fraud detection, named
"Adversary Based Oversampling" (ADV-O).

To model the fraudsters’ behavior, two scenarios may be considered:

– genuine-to-fraud scenario: the hypothesis is that if a fraudster wants to cloak
their frauds as genuine transactions, they will imitate the cardholder’s behavior
the first time they use the compromised card.

– fraud-to-fraud scenario: the hypothesis is that the fraudster uses a specific logic
to generate a series of fraudulent transactions. Hence, we can model his behavior
as a stochastic process, such as a Markov Chain, where each fraud is a state and
the next state can be viewed as a stochastic function of the previous one.

1Bold letters, such as z, indicate vectors.
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We primarily focus on the fraud-to-fraud scenario, as the experiments reported in Sub-
subsection 6.5.5.1 suggest that the genuine-to-fraud scenario is too challenging to tackle
from a data-driven perspective. In what follows, we consider two implementations of
the ADV-O strategy.

6.4.1 MIMO ADV-O

The first ADV-O algorithm, denoted MIMO ADV-O (pseudo-code in Algorithm 4),
models the fraudster behavior with a Multi-Input Multi-Output (MIMO) regression
model. Specifically, MIMO ADV-O applies machine learning regression to learn the set
of multivariate dependencies g existing between the n features of z+

i,j and the ones of
z+

i,j+1. We decompose the learning problem into a set of n Multi-Input Single-Output
(MISO) problems. This means that for each fraud z+

i,j+1 we create n regression tasks
where the output is the nth transaction feature xi,j+1[ν], n = 1 . . . N and the input
is the feature set [x1

i,j , x
2
i,j , . . . , x

N
i,j ] of z+

i,j . For each of the n MISO tasks, we train
a regressor Rn, n = 1, . . . , N , which takes as input all the features of the previous
fraud and outputs only the νth feature of the following one. The composition E of
the n single-output regressors E = {R1,R2, . . . ,RN} estimates the MIMO mapping
g : RN → RN between the features of two consecutive frauds whose aim is to model the
fraudsters’ behavior in the fraud-to-fraud scenario. Since regression returns numerical
variables, categorical features are converted into numerical ones before training (Sub-
section 6.5.1). In summary, for each fraud z+

i,j ∈ Dtrain, MIMO ADV-O adds a new
artificial fraud by applying all the regressors in E , and adds the predicted fraud to the
training set.

Algorithm 4 MIMO ADV-O Algorithm
Require: Dtrain ▷ Training dataset
Require: r ▷ Desired oversampling ratio
Ensure: Dtrain augmented with artificial frauds to achieve ratio r

1: Initialize E = {R1,R2, . . . ,RN} ▷ Initialize the set of regressors
2: for n = 1, . . . , N do ▷ For each transaction feature
3: Train Rn using Dtrain and the ν-th feature as the target
4: end for
5: while the ratio of frauds in Dtrain is less than r do ▷ While desired ratio is not

reached
6: for each fraud z+

i,j ∈ Dtrain do ▷ For each fraud in the training set
7: for n = 1, . . . , n do ▷ For each transaction feature
8: Predict the ν-th feature of the following fraud using Rn

9: Add the predicted feature to z+
art

10: end for
11: Add z+

art to Dtrain
12: end for
13: end while
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6.4.2 TimeGAN ADV-O

MIMO ADV-O is built on an implicit Markov Chain representation of fraudsters’ be-
havior, which considers each fraudster’s action as based solely on the previous fraud,
ignoring longer time patterns.

In the second ADV-O approach, we consider each fraud chain as a time series. This
has two advantages: i) it takes into consideration possible dependencies among non-
consecutive frauds ii) It allows us to reuse oversampling algorithms from the time series
literature. The second ADV-O algorithm is denoted TimeGAN ADV-O (pseudo-code
in Algorithm 5), and employs TimeGAN [167], a commonly used algorithm for time
series oversampling, and applies it to the fraud chains.

Algorithm 5 TimeGAN ADV-O Algorithm
Require: Dtrain ▷ Training dataset
Require: r ▷ Desired oversampling ratio
Ensure: Dtrain augmented with artificial fraud chains to achieve ratio r

1: Initialize TimeGAN with Embedder E, Recovery function R, Generator G, Dis-
criminator D, and Supervisor S

2: Train the TimeGAN model on Dtrain
3: while the ratio of fraud chains in Dtrain is less than r do ▷ While desired ratio is

not reached
4: for each fraud chain xi = {xi,1, xi,2, ..., xi,T } in Dtrain do
5: Generate a random noise series ϵ = {ϵ1, ϵ2, ..., ϵT }
6: Create synthetic time-series in the latent space: zi = G(ϵ)
7: Transform synthetic latent series into the original feature space: z+

art
8: Add z+

art to Dtrain
9: end for

10: end while

First, we express the fraudulent transactions performed on the ith card with xi =
{xi,1, xi,2, . . . , xi,T }, i.e., a time series of length T . We then employ TimeGAN to
consider longer dependencies among the frauds.

Notably, this approach differs from classic generative models, as it learns the distribu-
tion of the fraud chains. Classical oversampling algorithms, instead, learn the distri-
bution of single frauds, ignoring the dependency among the frauds within each chain.

6.4.3 MIMO vs TimeGAN ADV-O

MIMO ADV-O models the process leading to the generation of a fraud z+
i,j+1 given

the previous fraud z+
i,j through a discriminative model. The resulting function is then

applied to all frauds in the dataset, emulating how a generic fraudster would perform
the next fraud given the previous one. TimeGAN ADV-O instead models each chain of
frauds as a time series, meaning it does not explicitly estimate the fraudsters’ behavior.
Moreover, TimeGAN ADV-O is a generative model, meaning that the artificial frauds
are not explicitly built on the ones in the original training data. The two approaches
differ, yet they share strong similarities, as both base their ability to emulate fraudsters’
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Figure 6.1: Schematic Representation of ADV-O and TimeGAN Training and Inference
Phases, illustrated with a toy example. The figure delineates the transactional activities of
two distinct cards, labeled as ’A’ and ’B’. The genuine transactions conducted with these cards
are denoted by ’G1’, ’G2’, ’G3’, and ’G4’, while fraudulent activities are represented as ’F1’,
’F2’, ’F3’, and ’F4’. The inference phase generates artificial transactions, which are denoted as
’H1’, ’H2’, and so forth.

behavior on modeling the dependency among frauds performed with the same card,
despite their differences.

Figure 6.1 illustrates the MIMO ADV-O and TimeGAN ADV-O training and inference
phases with a toy example. The figure delineates the transactional activities of two
distinct cards, labeled as ’A’ and ’B’. The genuine transactions conducted with these
cards are denoted by ’G1’, ’G2’, ’G3’, and ’G4’, while fraudulent activities are repre-
sented as ’F1’, ’F2’, ’F3’, and ’F4’. The inference phase leads to generating artificial
transactions, which are indicated as ’H1’, ’H2’, and so forth.

6.5 Experiments

This section describes the experimental assessment of the ADV-O strategy and is orga-
nized as follows. We describe in Subsection 6.5.1, Subsection 6.5.2 and Subsection 6.5.3
the real dataset, the metrics, and the statistical tests used for the experiments, re-
spectively. Subsection 6.5.4 introduces the synthetic data generator. Finally, Subsec-
tion 6.5.5 shows and discusses the results of the experiments on the industrial dataset,
and Subsection 6.5.6 reproduces the results on the synthetic dataset.

6.5.1 The real dataset

Real-world fraud detection systems are typically composed of five modules (detailed
in [46]), where transactions are first checked (e.g., PIN) at the terminal level, then fil-
tered by simple blocking rules. If the transaction is not discarded, a series of additional
checks are performed using scoring expert-based rules and data-driven models. Finally,
transactions that raise a fraud alert are reviewed by human investigators, who assess
whether the transaction is indeed fraudulent. From this perspective, it is crucial to
control the false alarm rate, as human investigators are a critical and limited resource.
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The industrial partner Worldline S.A provided the transactional data used for the
experimental assessment. The dataset refers to a period from 01/05/2018 to 30/09/2018
(DD / MM / YYYY) and includes over 60 Million online, international transactions
(each associated with a card and a terminal). Our experiments are performed using a
sliding window approach, where the data are divided into windows of two weeks. Each
window is split into two 7-day smaller windows: the first is the training set, and the
second is the test set. We report the average and standard deviation of the results
across various windows, and we use these results to assess the statistical significance of
the performance differences among the different classifiers.

The ratio between frauds and total transactions is significantly less than 1% (though
its exact value cannot be disclosed), yielding a strongly unbalanced learning prob-
lem. The raw dataset comprises 46 features, including both categorical and numerical
values. Though the exact nature of the original features is not disclosable for confi-
dentiality reasons, it is important to remark that they contain information about the
transaction, the card-holder, the terminal and that some of them result from a feature
engineering process extracting meaningful aggregates (e.g., average expenditure in the
last month). Given the presence of categorical variables in the raw dataset and the
adoption of regression techniques in our strategies, special attention has to be devoted
to categorical encoding. Several techniques for the encoding of categorical variables
exist in literature [134] like Integer Encoding and One Hot Encoding. In our experi-
ments, we adopt a technique for encoding categorical variables called "target encoding,"
already used in our previous works on fraud detection [43]. We replace each category
with the empirical frequency with which a transaction belonging to such a category
is fraudulent. This encoding maps each category to an informative numerical value
representing the conditional a-priori probability that a transaction belonging to such a
category is fraudulent. For this work, we decided to work on a significantly simplified
version of the problem, where we selected only a small subset of features. We decided
to focus on the amount (AMOUNT) and two other features, both categorical, that we
deemed the most important for classification. For simplicity and to conceal their true
names, we call them X_TERMINAL and Y_TERMINAL, as both features are linked
to characteristics of the terminals used in the transactions. The goal is to show the
results in a simplified yet realistic context to extend the work to the full dataset in
future works. This also allows us to reproduce the results on simulated data without
dealing with the complexities of emulating a high-dimensional dataset.

6.5.2 Metrics

The assessment of our proposed algorithm can be done at two different levels: the
accuracy of the fraudster model (described in Subsubsection 6.5.2.1) and the quality
of the oversampling algorithm (discussed in Subsubsection 6.5.2.2).

6.5.2.1 Accuracy metrics of the fraudster model

The fraudulent behavior is modeled with a set of n independent MISO regression tasks
(Section 6.4) whose accuracy can be measured using conventional regression metrics,
such as the coefficient of determination. The coefficient of determination
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R2
n = 1−

∑
i,j

(
xi,j [ν]− x̂i,j [ν]

)2∑
i,j

(
xi,j − x̄[ν]

)2 , n = 1, . . . , n (6.1)

measures the proportion of the variation of the feature x[ν] that can be explained
by the νth regression model, where xi,j [ν] is the true value of the νth feature of the
transaction z+

i,j , x̂i,j [ν] is the predicted value and x̄[ν] the average of xi,j [ν] over all
cards and transactions. In order to assess the overall accuracy of the MIMO task, we
compute the average R2 =

∑n

n=1 R2
n

n over all the n features.

Note that a R2 score significantly larger than 0 suggests good predicting abilities, with
1 being the score of a perfect regressor. Any negative or null value implies no predictive
power.

6.5.2.2 Oversampling quality metrics

We measure here the quality of oversampling through its impact on the performance of
a classifier trained on the real data enhanced with the oversampling. The most common
metrics to assess fraud detection

To assess the quality of the learning algorithms under this setting, we use the Area
Under the Precision-Recall Curve, which is a well-reputed way to assess classification
accuracy in strongly unbalanced settings [43, 62]. We also use the Precision Top k.
Both metrics are explained in detail in Subsection 2.1.1.

6.5.3 Statistical Tests

Statistical tests play a crucial role in evaluating and comparing different algorithms,
enabling researchers to determine the statistical significance of their results and draw
meaningful conclusions. In the context of imbalanced learning (Section 3.1), where the
performance of various oversampling techniques is assessed, it is essential to employ
rigorous statistical tests to ensure that observed differences in performance are not due
to chance or random variations in the data. In this study, we employ the Friedman test,
followed by the Nemenyi post-hoc test, to conduct pairwise comparisons of the pro-
posed Adversary-based oversampling technique with other state-of-the-art algorithms,
as suggested by [53]. The Friedman test is a non-parametric test designed for comparing
multiple treatments, while the Nemenyi test facilitates multiple comparison procedures
and helps to identify significant differences between specific pairs of algorithms.

The results of these tests are presented using a Critical Distance (CD) plot, which
provides a visually intuitive way to represent the relative performance of the algorithms
and their statistical significance. The CD plot consists of horizontal lines with markers
representing the average ranks of each algorithm, while a vertical line indicates the
critical distance. If the markers for two algorithms are farther apart than the critical
distance, it can be concluded that their performance differs significantly. This approach
enables researchers to quickly and effectively assess the comparative performance of
various oversampling techniques and identify the most effective ones in tackling the
challenges of imbalanced learning in fraud detection. When presenting the performance
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of various oversampling algorithms in Tables 6.3a and 6.3b, we apply report in bold the
methods that are not significantly worse than the best one according to the Friedman-
Nemenyi test. For the results of each individual test, we refer to the Appendices.

6.5.4 A synthetic generator for reproducible results

Results on real data are an important part of our analysis, yet they are unfortunately
not reproducible because of the evident confidentiality issues in financial-related do-
mains [8]. Though some of the authors of this chapter contributed to releasing an en-
coded fraud detection dataset (the Kaggle credit card dataset in [135]), Such a dataset
is not suitable here (missing card identifiers), and no other publicly available datasets
exist to validate the proposed approach. To increase the reproducibility of the present
work, this section presents then a simplistic simulator of transactional data, which may
be used to assess our approach with non-confidential data. The generator, in spite of
its simplistic nature, has some interesting characteristics:

– it models the terminal and the cardholder with a small number of features: the
terminal is described by two geographical coordinates, while the cardholder is
described by two geographical coordinates, and the spending behaviour

– it preserves the customer-terminal-transaction nature of the original dataset (like
the ULB-MLG generator in [92]) which allows identifying pairs of consecutive
frauds,

– it creates a statistical association between consecutive frauds, in concordance
with the assumption of this chapter, which has been corroborated by the real
data experiment.

The proposed generator’s structure is the following: first, two populations (customer
and terminal profiles) are created by sampling their low-dimensional distributions. As
long as a cardholder is not hacked, they are repeatedly associated with a random
terminal based on the geographic location, and their transactions are generated in an
i.i.d. manner. Then, as simulation time goes by, a portion of cardholders switches
from the genuine to the fraudster category. The behavior of fraudulent cardholders
differs in terms of the association strategy to a terminal and the correlation existing
between consecutive amounts. Though it is evident that such a simulator simplifies
the real process for the sake of reproducibility, it preserves three important properties
of the transaction process: the large imbalance ratio, a difference between fraudulent
and genuine users in choosing the terminal, and above all, the existence of a temporal
association (corresponding to the mapping g estimated in Subsubsection 6.5.5.1) in
fraudulent sequences only. More details on the generator and related synthetic datasets
are available at https://github.com/FaramirHurin/ADV-O.git

https://github.com/FaramirHurin/ADV-O
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Algorithm 6 Transactions generator
Require: Terminal distribution pm(m), Customer distribution pc(c)
Require: Behavior functions g, g1, g2
Require: Maximum days max_days, compromission probability k(c)

1: Generate customers C ∼ pc(c)
2: Generate terminals M ∼ pm(m)
3: for all c ∈ C do
4: Compromised[c]← false
5: FirstFraud[c]← false
6: end for
7: for day = 1 to max_days do
8: for all c ∈ C do
9: if Compromised[c] = false then

10: With probability k(c): Compromised[c]← true
11: Generate genuine transactions using g(c,M, day)
12: else if FirstFraud[c] = false then
13: Generate fraudulent transaction using g1(c,M, day)
14: FirstFraud[c]← true
15: else
16: Generate fraudulent transactions using g2(c,M, day)
17: end if
18: end for
19: end for

Table 6.1: Accuracy of ADV-O in Predicting Initial Fraud Features Following Genuine Trans-
actions on Real Data.

MLP Ridge RF Naive
Mean Std Mean Std Mean Std Mean Variance

X_TERMINAL -0.90 0.50 -0.03 0.0011 -0.05 0.0018 -9.71e+07 6.41e+16
Y_TERMINAL -0.02 0.00074 -0.01 0.00029 0.0084 0.00051 -7.64e+05 3.13e+12
TX_AMOUNT -0.03 0.0017 -0.0082 0.00032 -0.0034 0.00066 -0.31 0.19

Table 6.2: Accuracy of ADV-O in Predicting Subsequent Fraud Features on Real Data.

MLP Ridge RF Naive
Mean Std Mean Std Mean Std Mean Variance

X_TERMINAL -4.40 78.59 0.19 0.017 0.21 0.008 -6.55e+08 8.92e+18
Y_TERMINAL 0.035 6.01 0.93 0.001 0.93 0.001 -3.28e+07 4.57e+16
TX_AMOUNT 0.12 0.025 0.13 0.023 0.085 0.076 -0.16 0.048

6.5.5 Results on real data

On the basis of the metrics discussed before, we first assess the accuracy of the models
predicting the fraudsters’ behavior (Subsubsection 6.5.5.1) and then the quality of the
related oversampling algorithm (Subsubsection 6.5.5.2).
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Table 6.3: Comparison of Accuracy Metrics for Different Models on Real and Synthetic Data: the table presents the mean and standard deviation values
for various performance metrics such as Precision, Recall, F1 score, PRAUC, PRAUC_C, Pk50, Pk100, Pk200, Pk500, Pk1000, and Pk2000. The models
evaluated include ADVO, Baseline, Baseline_balanced, CTGAN, KMeansSMOTE, Random, SMOTE, and TIMEGAN. The metrics provide insights into
the effectiveness of these models for the task, with higher values indicating better performance. The best models for each metric, according to the statistical
tests, are highlighted.

(a) Real Data

Baseline Baseline_bal CTGAN KMSMOTE Random SMOTE TimeGAN ADV-O MIMO ADV-O
mean std mean std mean std mean std mean std mean std mean std mean std

Precision 0.18 0.05 0.01 0.0 0.06 0.01 0.01 0.0 0.01 0.0 0.08 0.02 0.1 0.02 0.09 0.02
Recall 0.07 0.02 0.76 0.03 0.26 0.05 0.48 0.04 0.47 0.04 0.25 0.05 0.24 0.05 0.25 0.05
F1 0.1 0.03 0.02 0.0 0.1 0.02 0.02 0.0 0.03 0.01 0.12 0.02 0.14 0.02 0.13 0.02
PRAUC 0.05 0.02 0.11 0.02 0.05 0.01 0.06 0.01 0.06 0.02 0.06 0.02 0.07 0.02 0.07 0.02
PRAUC_C 0.08 0.02 0.21 0.03 0.08 0.02 0.1 0.02 0.1 0.02 0.09 0.02 0.11 0.02 0.1 0.02
Pk50 0.29 0.13 0.08 0.04 0.18 0.08 0.15 0.07 0.15 0.08 0.26 0.1 0.25 0.09 0.25 0.12
Pk100 0.29 0.13 0.08 0.03 0.18 0.06 0.15 0.06 0.16 0.06 0.23 0.09 0.25 0.08 0.25 0.1
Pk200 0.26 0.1 0.08 0.03 0.19 0.06 0.15 0.05 0.17 0.06 0.24 0.09 0.27 0.1 0.25 0.1
Pk500 0.24 0.1 0.08 0.02 0.2 0.08 0.15 0.05 0.17 0.07 0.23 0.09 0.27 0.1 0.26 0.11
Pk1000 0.22 0.08 0.08 0.02 0.21 0.07 0.15 0.05 0.17 0.06 0.23 0.09 0.25 0.07 0.24 0.08
Pk2000 0.18 0.06 0.08 0.02 0.19 0.06 0.16 0.05 0.2 0.06 0.2 0.07 0.23 0.07 0.22 0.06

(b) Synthetic data

Baseline Baseline_bal CTGAN KMSMOTE Random SMOTE TimeGAN ADV-O MIMO ADV-O
mean std mean std mean std mean std mean std mean std mean std mean std

Precision 0.26 0.09 0.05 0.03 0.13 0.08 0.11 0.07 0.09 0.07 0.13 0.08 0.14 0.09 0.14 0.09
Recall 0.18 0.11 0.9 0.02 0.51 0.15 0.59 0.13 0.78 0.05 0.58 0.12 0.51 0.15 0.51 0.15
F1 0.2 0.1 0.1 0.05 0.2 0.1 0.18 0.1 0.15 0.1 0.21 0.11 0.21 0.11 0.21 0.11
PRAUC 0.17 0.11 0.3 0.11 0.22 0.13 0.2 0.12 0.23 0.13 0.24 0.13 0.22 0.13 0.22 0.12
PRAUC_C 0.32 0.15 0.48 0.08 0.38 0.15 0.39 0.11 0.45 0.1 0.41 0.12 0.39 0.15 0.38 0.14
Pk50 0.53 0.14 0.08 0.07 0.43 0.14 0.18 0.15 0.15 0.13 0.28 0.17 0.46 0.13 0.46 0.14
Pk100 0.52 0.14 0.09 0.08 0.43 0.1 0.18 0.12 0.14 0.11 0.28 0.13 0.46 0.11 0.46 0.12
Pk200 0.5 0.14 0.11 0.07 0.44 0.1 0.21 0.11 0.14 0.09 0.28 0.12 0.46 0.11 0.45 0.11
Pk500 0.4 0.16 0.12 0.08 0.42 0.11 0.22 0.1 0.13 0.08 0.28 0.11 0.42 0.11 0.42 0.11
Pk1000 0.31 0.14 0.12 0.07 0.36 0.12 0.21 0.09 0.13 0.09 0.27 0.11 0.36 0.12 0.36 0.11
Pk2000 0.23 0.12 0.13 0.08 0.28 0.11 0.2 0.1 0.13 0.09 0.26 0.11 0.28 0.11 0.28 0.11
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Table 6.4: Accuracy of ADV-O in Predicting Subsequent Fraud Features on Synthetic Data.

MLP Ridge RF Naive
Mean Std Mean Std Mean Std Mean Variance

X_TERMINAL 0.938 0.00023 0.914 0.00023 0.948 0.00020 -150.87 46111.70
Y_TERMINAL 0.930 0.00022 0.899 0.00027 0.950 0.00017 -105.09 22282.78
TX_AMOUNT 0.858 0.00023 0.855 0.00023 0.825 0.00025 -0.35 0.71

Figure 6.2: The critical difference (CD) plot shows the results of the Friedman-Nemenyi test
for model comparison using the metric Pk1000 over real data.

6.5.5.1 Assessment of the fraudster model: results and discussion

This section considers four different regressors to predict the fraudster behavior in both
genuine-to-fraud and fraud-to-fraud scenarios (Section 6.4): Random Forests, Feed For-
ward Neural Networks, Ridge Regressors, and a simple persistent model (called "Naive")
which returns the latest observed value as a prediction. All algorithms (except Naive)
are trained with a standard random grid cross-validation strategy for hyperparameter
tuning2 [129].

The preliminary experiment concerns the genuine-to-fraud scenario in its simplest set-
ting by considering only continuous inputs. Table 6.1 shows the accuracy of ADV-O
in predicting the features of the first fraud perpetrated on a hacked card: the table
displays the regression results for the variables X_TERMINAL, Y_TERMINAL, and
TX_AMOUNT, as predicted by MLP, RF, and Naive models on real data. Both the
mean and standard deviation of the R2 metric for each variable predicted by the models
are presented. The results suggest that it is particularly hard to have accurate predic-
tions in this setting, though the Random Forest can predict some features with an R2

somehow larger than 0 (and than the naive R2). A possible explanation might be that
many characteristics of a card, including its transaction history, may be impossible to
retrieve for someone who has stolen or cloned the card. However, it must be noted this
does not prove that fraudsters do not adapt their behavior to the card they have access
to, but that we do not have any hint in this direction from our data.

We then consider the fraud-to-fraud scenario. We compare the accuracy of different
regressors to a third approach, called naive, which simply reproduces the previous
fraud. The results, presented in Table 6.2, reveal a significant difference between the

2Note that this may penalize algorithms like the Neural Network, which sometimes requires a more
ad hoc training procedure than the other learners.
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terminal features and the amount. The terminal’s features exhibit certain regularities,
which appear to be absent in the amount. Overall, the results support the assumption
that learning a reliable model of the fraudster’s behavior from historical data in a
fraud-to-fraud scenario is possible and recommended. At the same time, there is still
space for improvement. Given the performances shown in Table 6.2, we adopt Random
Forest in the following.

6.5.5.2 Assessment of the oversampling approach: results and discussion

This section benchmarks MIMO ADV-O and TimeGAN ADV-O against two Baselines
(no oversampling and undersampling through the use of a Balanced Random Forest)
and four state-of-the-art oversampling strategies: random oversampling (RANDOM),
SMOTE, K-Means SMOTE, and CT-GAN. We implement MIMO ADV-O using the
regressor that, on average, performs better in Subsubsection 6.5.5.1, i.e., the Random
Forest Regressor. We then apply the same oversampling factor ( 10%) to all oversam-
pling algorithms.

Regarding SMOTE, we utilize the implementation provided by the Imbalanced-learn [93]
library, using the default values for all parameters and setting the oversampling ratio
to the one used in ADV-O. We adopt the default structure for CT-GAN: the generator
is a two-layer fully-connected neural network with Batch-normalization and Relu ac-
tivation functions, followed by a mix of activation functions to generate the synthetic
row representation; the discriminator is also a two-layer fully-connected neural network
with a LeakyReLU activation function and dropout for each hidden layer. For K-Means
Smote, we tune the required proportion of minority class samples to filter a cluster: we
set the cluster balance threshold to 0.1.

We assess here the impact of the oversampling technique on the final detection accuracy
and requires the choice of a specific binary classifier.

We adopt a Random Forest classifier for the following reasons: (i) Random Forests
have been shown to outperform other models in our previous studies [49, 27], (ii) they
are beneficial to establish feature importance, which is highly valued by investigators
to interpret the fraud detection process, and (iii) they provide a natural ensemble that
can be easily exploited to address the imbalance, e.g., by feeding each decision tree
with a balanced subset of the original data.

The assessment utilizes the Precision top K and the Area under the Precision-Recall
curve, computed for the test set. Overall, Table 6.3a shows that both ADV-O algo-
rithms outperform all other oversampling algorithms, with timeGAN ADV-O being
slightly superior in most metrics. The comparison with the baselines is interesting.
First, we can see that the balanced random forest outperforms all competitors in terms
of PRAUC and PRAUC_C. Still, it pays a heavy price in terms of precision top K.
Conversely, the baseline aligns with most other approaches in all metrics and is the
best approach for low values of K. However, for large values of K, MIMO ADV-O and
TimeGAN ADV-O are the best methods. Among traditional oversampling algorithms,
SMOTE best holds the comparison with the ADV-O algorithms, especially concerning
the precision top K. This is partially in line with previous results in fraud detection
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literature, which highlight how SMOTE has proven to generally be the most compet-
itive oversampling algorithm [81]. Moreover, we performed our experiments on few
dimensions. Since SMOTE is known to have issues with high dimensional data [108],
this may help explain its good performance. Overall, the choice of approach heavily
depends on the metric one wants to maximize. Still, the results show that oversampling
can be beneficial when maximizing the precision top K, with time-based approaches
being particularly helpful. Concerning the comparison between MIMO ADV-O and
TimeGAN ADV-O, both algorithms achieved a remarkably close performance. We
expected these results, as both algorithms rely on the same principle of modeling the
time-dependent nature of the frauds. Finally, TimeGAN ADV-O performs slightly bet-
ter in most metrics, although the difference is not statistically significant. More tests on
different datasets may help us understand whether a difference exists and if modeling
data as time series gives us a significant advantage compared to only considering the
direct dependencies between consecutive frauds.

The result of the Friedman-Nemenyi test using the PK1000 over real data can be found
in Figure 6.2. The plot displays the average rank of each model on the x-axis (the lower,
the better), with models grouped into sets that are not significantly different from each
other (marked by horizontal bars). CD indicates the minimum detectable difference
(CD) at a 95% confidence level.

6.5.6 Results on synthetic data

The availability of a simulator allows for the extension of the experimental session
to a new synthetic dataset. First, we show that in a simple environment, where the
relationship between two consecutive frauds is relatively simple, MIMO ADV-O can
predict the features of the following fraud with a significantly high R2, as shown in
Table 6.4.

Concerning the classic metrics for classification, we repeat here the same analysis per-
formed on real data. We show the results in Table 6.3b. Similarly to what happens
in real data, undersampling is the best approach in terms of PRAUC, but it severely
damages the precision top K of the algorithm. Again, for low values of k the baseline
is the best method, while with larger values, the ADV-O algorithms and CT-GAN are
the best approaches. Finally, it should be noted that time-dependent methods perform
on pair or better than all other oversampling methods, confirming the results obtained
on the real data. The results of the Friedman-Nemenyi test using the metric Pk1000
on synthetic data be found in Figure 6.3.

6.6 Statistical tests

6.6.1 Real Data

We present here the results of the statistical tests performed on real data. The criti-
cal difference (CD) plots display the results of the Friedman-Nemenyi test for model
comparison using various metrics on synthetic data. The choice of metrics is based on
the fraud detection literature. The plots display the average rank of each model on
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Figure 6.3: The critical difference (CD) plot shows the results of the Friedman-Nemenyi test
for model comparison using the metric Pk1000 over synthetic data.

the x-axis (with lower values indicating better performance), with models grouped into
sets that are not significantly different from each other (marked by horizontal bars).
CD indicates the minimum detectable difference (CD) at a 95% confidence level.

Figure 6.4: Critical difference plot using the
Precision metric

Figure 6.5: Critical difference plot using the
Recall metric

Figure 6.6: Critical difference plot using the
F1 metric

Figure 6.7: Critical difference plot using the
PRAUC metric

Figure 6.8: Critical difference plot using the
PRAUC_C metric

Figure 6.9: Critical difference plot using the
Pk50 metric

6.6.2 Synthetic data

We present here the results of the statistical tests performed on synthetic data. The
critical difference (CD) plots display the results of the Friedman-Nemenyi test for model
comparison using various metrics on synthetic data. The choice of metrics is based on
the fraud detection literature. The plots display the average rank of each model on
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Figure 6.10: Critical difference plot using
the Pk100 metric

Figure 6.11: Critical difference plot using
the Pk200 metric

Figure 6.12: Critical difference plot using
the Pk500 metric

Figure 6.13: Critical difference plot using
the Pk1000 metric

Figure 6.14: Critical difference plot using the Pk2000 metric

the x-axis (with lower values indicating better performance), with models grouped into
sets that are not significantly different from each other (marked by horizontal bars).
CD indicates the minimum detectable difference (CD) at a 95% confidence level.

Figure 6.15: Critical difference plot using
the Precision metric

Figure 6.16: Critical difference plot using
the Recall metric

6.7 Conclusions and Future Work

Imbalanced learning can severely limit the possibility of learning from the data if not
adequately addressed. In this work, we propose a novel approach to address this
problem, which considers the existence of behavioral patterns exhibited by fraudsters.
We compose these patterns into two components: the adaptation to the card they steal
and the correlation and dependency among the frauds they perform with each card.
Our experiment shows that the latter is the most promising approach. To enhance the
quality of oversampling algorithms for fraud detection, we propose a novel framework
for oversampling in fraud detection that leverages the time-dependent nature of the
fraud generation process through two distinct algorithms.
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Figure 6.17: Critical difference plot using
the F1 metric

Figure 6.18: Critical difference plot using
the PRAUC metric

Figure 6.19: Critical difference plot using
the PRAUC_C metric

Figure 6.20: Critical difference plot using
the Pk50 metric

Figure 6.21: Critical difference plot using
the Pk100 metric

Figure 6.22: Critical difference plot using
the Pk200 metric

First, we introduce MIMO ADV-O. This novel oversampling algorithm models the
frauds generation process as the dependency of each fraud from the previous one per-
formed with the same card. It uses it to craft plausible frauds for a compromised card.
Then, the dependence of each fraud on the previous ones allows us to model each chain
of frauds and use oversampling algorithms explicitly designed for time series generation.
In particular, we propose TimeGAN ADV-O, an adaptation of the time series oversam-
pling algorithm TimeGAN to the context of fraud detection. Our experiments show
that the accuracy of a classifier trained on datasets oversampled with both ADV-O
algorithms is comparable to or better than the best competitors.

Possible future extensions should concern the impact of feedback delay and concept
drift, which have already been investigated in our previous works [46, 44, 27]. Other
interesting research lines could concern the impact of feature-engineering and feature
interpretability (e.g., by means of Shapley values [149]) on the accuracy of the fraudster
model. Moreover, the work done in [60] shows that applying time-series classification
techniques to fraud detection data can improve the classification performance of fraud
detection engines, even when combined with static oversampling algorithms. Since
we generate synthetic time series, feeding the resulting frauds to time series classifiers
seems a natural extension of our work. Finally, considering frauds as time series opens
the door to totally different approaches to fraud detection, where the compromission
of a card can be seen as a change instead of an anomaly, and time-series classifiers can
be used in addition or in assistance to existing methods.
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Figure 6.23: Critical difference plot using
the Pk500 metric

Figure 6.24: Critical difference plot using
the Pk1000 metric

Figure 6.25: Critical difference plot using the Pk2000 metric





Chapter 7

FRAUD-RLA: A new reinforcement learning adversarial attack
against credit card fraud detection

7.1 Introduction

In Chapter 5, we examined in detail how factors such as the feature engineering pro-
cess, the online nature of the problem, the presence of multiple cards, and the overall
complexity of the fraud detection pipeline pose substantial challenges to most attack
strategies in the literature. Furthermore, we have observed how attacks designed ini-
tially for image recognition tasks are especially ill-suited to this domain. Such attacks
aim at creating attacks that are imperceptible to the human eye, but these assumptions
have no meaningful analogue in fraud detection.

Although the attacks defined in Section 4.3 remain possible and inherently risky, our
analysis has shown that they generally require access to extensive datasets and knowl-
edge of customers’ historical transaction records. One might therefore be tempted to
conclude that hiding or restricting access to this information would be sufficient to
prevent meaningful attacks. The results presented in Chapter 6 strengthen this im-
pression by showing that past transactions do not significantly influence fraudsters,
possibly suggesting that they do not normally have access to this information.

Still, the security analysis remains incomplete. We must address a crucial open ques-
tion: Is it possible to design effective attacks that do not rely on knowing datasets
or past transactions? Answering this question is crucial to avoiding a false sense of
security. In this work, we do it by introducing a new threat model specifically de-
signed to take into account the main particularities of credit card fraud detection. Our
threat model reduces the assumptions about attackers’ capabilities by assuming no
prior knowledge whatsoever, making the attacks easier to reproduce and thereby pos-
ing a more existential threat to credit card fraud detection systems. To work under
these strict assumptions, we propose our main contribution, a novel adversarial attack
against credit card fraud detection systems grounded in Reinforcement Learning [151,
RL]. We model the attack as an RL problem, where the agent’s objective is to maximize
their revenue, which is computed as the total amount of transactions they can perform
without being detected by the FDS. In that context, the agent is rewarded with the
transaction’s amount when it successfully fools the classifier. We identify Proximal
Policy Optimization [143, PPO] as a suitable RL algorithm, and use it to create our
attack named FRAUD-RLA (Reinforcement Learning Attack).

Our analysis and experiments show that FRAUD-RLA is the most effective attack
against credit card fraud detection systems. Unlike previous works, FRAUD-RLA does

97
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Figure 7.1: Visual representation of attacks in image recognition (left) and fraud detection
(right). Traditional image attacks assume that multiple queries can be performed before the
final attack is ready to be evaluated. Fraud detection instead must be performed as a continuous
loop; each card is a transaction that helps collect money if undetected and can lead to the card
being blocked otherwise.

not require the same degree of access to the model or the users’ transaction history.
Moreover, using RL allows us to explicitly model the trade-off between the exploration
of the classifier boundaries and the exploitation of the best known attack pattern, widely
known as the exploration-exploitation dilemma in the RL literature [106]. To the best
of our knowledge, FRAUD-RLA is the only attack in the literature that addresses the
domain-specific challenges of fraud detection while requiring no knowledge of customers’
history or interaction with the fraud detection system beyond performing transactions.
To demonstrate the effectiveness of our approach, we utilize FRAUD-RLA to attack a
fraud detection system built according to the state-of-the-art literature [92, 123].

To facilitate comparison, we relax our threat model to enable a comparison with one
of the few attacks in the literature specifically designed for credit card fraud detection,
Mimicry [32]. The results, shown in Section 7.4, are mixed. Mimicry, which has
access to the fraud detection system’s training data and operates in an environment
without concept drift or adversarial retraining, outperforms FRAUD-RLA in terms of
the number and total amount of successful fraud. Still, FRAUD-RLA is capable of
quickly improving its performance and stabilizing at over 200 dollars stolen per card.

Attacking fraud detection systems without prior knowledge is a complicated task, as
shown by the relative effectiveness of Mimicry compared to our approach. Nevertheless,
our work highlights that, even in this case, effective attacks are still feasible and should
be taken into consideration when assessing the robustness of fraud detection. While
further experimental validation on both synthetic and real-world datasets is needed to
fully assess the risk, our results already illustrate the significant vulnerabilities exposed
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by adaptive, learning-based attackers.

Outline The rest of this Chapter is structured as follows. Section 7.2 introduces the
threat model of our approach, defining the goals, knowledge, and capabilities of attack-
ers. We discuss our approach in Section 7.3 and demonstrate its effectiveness through
the experimental analysis presented in Section 7.4. Finally, Section 7.5 concludes the
paper and discusses promising future research directions to improve the robustness of
fraud detection systems.

7.2 Threat model

Goal In the context of credit card fraud detection, the objective of the attackers is to
maximize the cumulative amount of transactions they can perform using a set of stolen
cards. Such transactions must be conducted within a designated set of terminals that
are either under the control of the attacker or that facilitate the sale of goods intended
for subsequent sale on the black market, thereby effectively recycling the spent amount.

Fraudsters can steal cards at various times during the attack and use them to create
fraudulent transactions. During the attack, customers can detect that their card has
been stolen and block it, making the card unavailable. Alternatively, the bank can de-
tect fraud and block the corresponding card at its own initiative to prevent further dam-
age. Hence, fraudsters are presented with an exploration-exploitation dilemma [106]
where they need to maximize their profit while simultaneously exploring new strategies
to increase it in the future.

Knowledge In the computer security literature, the principle of "no security through
obscurity" [142] is widely recognised. This principle encapsulates the fact that any
concealed information could fall into the wrong hands, and thus, one should consider
that the attackers have perfect knowledge of the system. Credit card fraud detection,
however, presents a peculiar situation. While it is true that a talented attacker may, in
principle, retrieve any information, for instance through social engineering [139], such
attacks are unlikely to be scalable enough to pose a significant threat to fraud detection
systems. For this reason, we assume that attackers may know the principles around
which the system is built, like its feature engineering process, but not the weights of
the trained classifier or the specific hard-coded rules, as both are difficult to obtain and
generally change over time [28].

A second form of knowledge, specific to this application, is data knowledge, not to be
confused with the features knowledge described by Suciu, Marginean, Kaya, Daume
III, and Dumitras [148]. While features knowledge focuses on knowing the features
engineering technique applied by the classifier, it still assumes that the attacker has
complete knowledge of the input location in the original data space. In credit card fraud
detection, however, each transaction is also evaluated based on aggregated features, as
discussed in Chapter 3. Previous works Carminati, Santini, Polino, and Zanero [33] hy-
pothesize that user devices could be infected with malware that can be used to observe
previous card’s transactions. This hypothesis, however, poses a strong requirement on
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the attackers’ side and may limit the number of attacks they can perform. For this
reason, this work focuses on the more general assumption that attackers know only the
feature transformation and the general model characteristics. Previous fraud detection
literature corroborates this hypothesis, as most fraudsters seem not to be influenced by
the cardholder’s behaviour before their first fraud with a new stolen card [101]. Finally,
we assume that attackers have no access to the training set of the algorithm or similar
data, forcing them to learn everything while performing the attacks.

Capabilities Attackers can directly control which terminal they want to connect to
(among the ones under their control or intended for the black market), the transaction
amount, and the date and time of the transaction. Cards’ maximum spending is limited
by the balance, card type, and bank rules. Attackers cannot extract value higher
than the maximum spending capability of a card over the attack time. Furthermore,
attackers can not modify fixed card features, such as the card holder, nor terminal
features, such as its location. They may, in principle, find values that allow them
to adjust as they want the aggregated features [33]. However, this would require a
complete knowledge of the feature generation process and the previous transactions
performed with the used card and terminal, which they do not generally have.

7.3 Fraud-RLA

In this Section, we present our main contribution, FRAUD-RLA, a new attack against
credit card fraud detection systems based on Reinforcement Learning.

7.3.1 Problem formulation

In Fraud-RLA, we consider a bank system that essentially consists of a set of cards,
C, and a set of terminals, τ . In this system, a series of transactions are performed
chronologically from these cards to these terminals. The bank system has a trained
classifier f at its disposal to determine whether a transaction is fraudulent or not. Note
that when referring to the classifier f , we view it from the attacker’s perspective; both
human-made rules and machine learning classifiers are encompassed within f , which is
therefore a highly non-linear and non-differentiable alogorithm.

We assume that the attacker has access to a pool Catk ∈ C of stolen cards and is able
to perform fraudulent transactions with a set of accomplice terminals Matk ⊂ M . At
each instant, the decision-making problem of the attacker is fourfold. It must decide

1. which card from the pool to use;

2. in which terminal (∈Matk) to perform the transaction;

3. what amount to spend;

4. when to perform the transaction.

When the attacker performs a transaction, the bank system uses f to classify it as
genuine or fraudulent. As soon as a transaction is identified as fraudulent, the bank’s
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system blocks it. Any subsequent transaction of the attacker with that card is rejected.
Alternatively, cardholders can detect a fraudulent activity with their card and block it
at their own initiative.

During the attack, we assume that the attacker is able to continuously replace any
blocked card of the pool by a new one.

7.3.2 RL Environment

We model the decision-making problem as a single-agent partially observable Rein-
forcement Learning problem, where the environment is the bank system. Formally, the
environment is a Partially Observable Markov Decision Process [151, 121, POMDP]
defined by the tuple ⟨S,O,A, T,R,Ω⟩ where S is the state space, O is the observation
space, A is the action space, T : S×A→ S is the transition function, R : S×A×S → R
is the reward function, and Ω : S → O is the observation function.

A state s ∈ S of the environment encapsulates the complete state of the bank system
at a specific date and time, i.e., the history of past transactions, the current card pool
P available to the attacker, and the set of existing cards C and terminals τ .

In contrast, the agent only receives a partial observation of the state since the agent does
not know the identity of the cardholder nor the card’s transactions history, as discussed
in Chapter 3. As such, at any given time, the agent can query the environment about
a specific card c ∈ P to receive an observation o ∈ O of the current state s ∈ S. An
observation contains only three pieces of information: the time elapsed since the card
was stolen (i.e., added to the card pool), the current date and time, and whether the
card is a credit or debit card.

An action a ∈ A essentially represents a transaction to submit to the bank system. As
such, an action consists of a multivariate vector comprising a strictly positive amount,
a terminal location, and a positive time delta for when to perform the transaction with
regard to the current timestamp. The reward rt = R(st, at, st+1) is either zero if the
transaction has been blocked (by the bank system or the cardholder) or if the amount
exceeds the customer’s balance. It is instead the transaction amount if the transaction
is successful.

In FRAUD-RLA, we handle episodes on the card-level, independently of any other
card. As a result, an episode is a sequence of transactions made with a single card, and
an episode ends when the card is blocked.

7.3.3 Agent objective and training

In RL, the objective of the agent is to find the optimal policy π∗ that maximizes
V π(s)∀s ∈ S, i.e., the expected discounted sum of rewards under a given policy π

(parametrized in θ, see Section 2.3), resulting in:

V π(s) = E

∑
t=0

γtR(st, at, st+1)|s0 = s

 (7.1)
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Since we are working in the scope of partial observability, the policy π takes as input an
observation of the current state o = Ω(s), and optionally hidden states when working
with recurrent networks, as discussed in Subsection 7.3.4.

It is important to acknowledge that the time is continuous in FRAUD-RLA. Moreover,
since the agent chooses the timestamp of the next transaction, the time difference
between two pairs of consecutive states is not constant and has to be accounted for
during the optimization process. Concretely, the task designers have to determine “how
much money is worth tomorrow in comparison to today" for the attacker and set the
value of the distance factor γ accordingly (in this work, we use 0.99, but other choices
are generally possible). The overall agent training loop is represented in Algorithm 7.

Algorithm 7 Fraud-RLA maximises the sum of transaction amounts over training
time.
Require: Environment M , cards C, terminals τ , classifier f , pool size p

1: Initialize policy parameters θ
2: action_buffer ← PriorityQueue()
3: for ci ∈

{
c1, c2, . . . , cp

}
⊂ C do ▷ Sample p cards

4: o← M.observe(ci) ▷ Retrieve observation
5: a← π(o) ▷ Compute action
6: action_buffer.add(a) ▷ Buffer for later
7: end for
8: while |M.buffered_actions| > 0 do
9: card, trx←M.next_transaction()

10: M.forward_until(trx)
11: agg ←M.aggregate(trx)
12: if f(trx, agg) = 1 then ▷ If labelled as fraud
13: rt ← 0
14: C ← C \ {card} ▷ Revoke card
15: card ∼ U(C) ▷ Sample a new card using a uniform distribution
16: else
17: rt ← trx.amount
18: end if
19: Update policy parameters θ according to rt

20: o←M.observe(card)
21: a← π(o)
22: action_buffer.add(a)
23: end while

7.3.4 Agent policy

We identify Proximal Policy Optimization [143, PPO] as a suitable single-agent Deep
Reinforcement Learning algorithm for FRAUD-RLA due to its ability to handle con-
tinuous action spaces. Additionally, PPO is known to require little hyper-parameter
tuning compared to other Deep RL methods and has been proven to perform well in a
wide variety of tasks [143, 168].

Internally, PPO uses an actor-critic architecture [14] (see Section 2.3). Since the envi-
ronment is partially observable, we present two variants of PPO in this work: a first
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Table 7.1: Actor network architecture of PPO.

Layer type Activation Output size
Input observation_size
Linear Tanh 32
Linear Tanh 32
Linear n_actions+ n_actions2

Table 7.2: Critic network architecture of PPO

Layer type Activation Output size
Input observation_size
LayerNorm
Linear Tanh 32
Linear Tanh 32
Linear 1

with linear layers and a second with recurrent ones (Gated Recurrent Units [40]). The
critic network (detailed in Table 7.2) takes the agent observations as input and out-
puts the observations’ values. The actor network (detailed in Table 7.1) takes as input
the agent observation and outputs a probability distribution over the actions. In the
following, we refer to the recurrent and non-recurrent versions as PPO and R-PPO
(Recursive PPO), respectively.

Although the network architectures are similar to other works in the field of single-agent
RL with continuous action spaces, we differ from most of them by learning both the
means and the covariance matrix of the multivariate normal distribution from which
the actions are sampled. In contrast, most works in the domain [143, 57] only learn the
means of a normal distribution and either use a hand-crafted constant or an annealed
value for the variance.

Our choice to learn the covariance matrix is motivated by two reasons. First, the
covariance matrix represents the covariance of the features in the action space, such as
the amount and the terminal location. These features are very likely to be correlated.
For instance, it is reasonable to assume that the day of the week has an influence on the
amount to spend, as spending habits are likely different on weekends than on weekdays.

Then, we assume that the attackers operate without prior knowledge of the data,
forcing them to learn it throughout the training, and this includes not knowing the
correlations among the features. The need to learn the covariance matrix is the reason
why the Actor-Network has n_actions + n_actions2 outputs, with n_actions values
are for the means and n_actions2 values for the covariance matrix of the multivariate
normal distribution from which actions are sampled. The covariance matrix output by
the actor network is assured to be positive definite by multiplying it by its transpose.

A noticeable difference between PPO and R-PPO is that we train PPO on batches
of transitions, whereas R-PPO is trained on whole episodes to account for the hidden
states. Similarly to VAE and to the system classifier, we ran hyperparameter tuning
with Optuna and report the final hyperparameters in Table 7.7.



104
Chapter 7. FRAUD-RLA: A new reinforcement learning adversarial attack

against credit card fraud detection

7.3.5 FRAUD-RLA as a problem space attack

FRAUD-RLA shares many similarities with existing problem space attacks, especially
from the field of malware detection. We align with the formulation of Pierazzi, Pendle-
bury, Cortellazzi, and Cavallaro [132], where attacks are defined as a set of transfor-
mations to apply in the data space to obtain a certain goal while preserving a set of
properties both in the data and the feature space. In this case, we can interpret the
policy of the agent as a set of transformations in the state space of the transaction
time series, where we start from an empty series and progressively add transactions
that respect a set of constraints (positive amount, reachability of the terminal, . . . ).
Notably, each change introduces some collateral effects, as the insertion of a transaction
modifies the features and changes the way the following will be classified.

Compared with previous works, however, the problem faced by FRAUD-RLA presents
significant differences, showcasing the need for a novel domain-specific attack.

7.4 Experiments

In this section, we present the experimental analysis of our work. We first describe our
experimental setup, including the datasets, baselines, and methodology used. We then
comment on the results, showing the effectiveness of the attacks. Finally, we provide
a qualitative analysis of the frauds designed by the algorithms, using them to propose
possible mitigation approaches.

7.4.1 Dataset and simulation

Anonymized real-world datasets are not suitable for this work, as the employed anonymiza-
tion process does not enable the fraud detection system to process transactions through
aggregated features and to impose limitations on the transaction frequencies for each
card. Consequently, multiple attacks performed on the same card could not be detected
by the fraud detection system, unrealistically simplifying the attacker’s task.

Instead, we use CardSIM [6] to create a dataset of transactions suited for testing ad-
versarial attacks on credit card fraud detection. CardSIM first creates the cardholders
and terminal populations from two different distributions. Terminals and cardholders
are both characterized by a location and ID. The simulator then generates transactions
(both genuine and fraudulent) from cardholders to terminals. Cardholders exhibit be-
havioural features, including a propensity to pay online, the use of a credit card, the
average distance from the terminals they use, transaction amounts, and transaction
frequencies. Compared to the original generator, we increase the data complexity by
creating two opposite correlations between the customer location and the amounts
of genuine and fraudulent transactions. Since the customers’ and terminal locations
are correlated, this aims to establish a stronger dependency between the transaction
amount, terminal location, and the likelihood of the transaction being fraudulent.

The world we generate simulates transactions between 20, 000 payers and 2, 000 termi-
nals over a period of 2 years. The overall resulting dataset has a total of over 13 million
transactions, where the fraudulent samples account for ≈ 1% of the population. We
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split the transactions chronologically in three parts: a warm-up set of 30 days (521k
transactions) to bootstrap the feature aggregation, a training set of 150 days (2.6M
transactions) to train the classifier described in Subsection 7.4.2, and the rest of the
dataset is left available to simulate the normal world behaviour during the attack.

7.4.2 Fraud Detection System

We build the Fraud Detection System according to the principles outlined in previous
fraud detection literature, as described in Chapter 3. The objective of fraud detection
systems is to discriminate genuine transactions from fraudulent ones. To achieve this
goal, we build an FDS comprising three main components: a machine learning classifier
(specifically, a Balanced Random Forest [37, BRF]), a statistical classifier that penalizes
outliers on specific features, and a set of handcrafted rules for sanity checks. Specifically,
we want our rules to detect spikes in the number of transactions performed with any
card. If any of the three classifiers raises an alert, we block the transaction.

The BRF has been chosen due to its previous use in fraud detection learning liter-
ature [26] and to its capability to directly handle datasets with imbalanced classes.
Furthermore, random forests (and, by extension, BRFs) are known in the adversar-
ial machine learning literature to be generally more robust against adversarial attacks
compared to neural networks [56], making them a strong candidate for testing attacks
under conservative assumptions.

To train the BRF, we warm up the bank system by processing every warm-up transac-
tion chronologically so that feature aggregation bootstraps properly. Then, we process
the training transactions chronologically and compute the aggregated features for each
one to create the feature dataset. Note that we use the true label of the transactions
for the terminal-wise aggregated risk score. The BRF is then trained on this dataset
of features to discriminate genuine transactions from fraudulent ones.

We fit the statistical classifier on the training data to label any transaction whose
amount or aggregated daily risk score exceeds the percentiles shown in Table 7.3 as
fraudulent. Finally, the handmade rules limit the number of transactions that can be
performed on an hourly, daily, and weekly basis, respectively, as shown in Table 7.3.
When a customer exceeds the hourly, daily, or weekly transaction limit, the rule-based
classifier labels the transactions as fraudulent that exceed the limit. Note that the
statistical classifier severely hinders the performance of our system by generating mul-
tiple false positives. While choosing to implement such a strict classifier may not be an
optimal business choice, we decided to include it in our experiments to increase task
complexity and reduce the opportunities for attackers to bypass the classifier by using
extreme values.

We selected the FDS hyperparameters via hyperparameter tuning with Optuna [2],
where we jointly train the three classifiers to maximize the F1 score of the FDS on an
unseen test set. The metrics on a validation set is summarized in Tables 7.4 and 7.5.

The system’s real-time functioning is as follows. Whenever a transaction enters the
system, we build its aggregated features and evaluate it. We then return the predicted
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label, insert the transaction into the system, and use it to evaluate future transactions.

Table 7.3: Hyperparameters for the FDS.

BRF
Number of trees 139
Balance factor 0.0647

Statistical classifier
Amount quantiles 0.9976
Daily risk score quantiles 0.9999

Rule-based
Hourly max 8
Daily max 19
Weekly max 32

Table 7.4: FDS metrics on the validation set

Metric Value
Accuracy 0.98
Precision 0.27
Recall 0.55
F1-score 0.36

Table 7.5: Confusion Matrix of the Fraud Detection System

Predicted
Fraud Not Fraud

Fraud 2842 2286
Not Fraud 7744 509525

7.4.3 Baselines

Compared to previous works and to the best of our knowledge, FRAUD-RLA is the
first attack to model the intricate feature engineering process of bank systems, and to
assume no prior knowledge of past customers’ transactions or access to any data prior
to the attack time. As a result, no existing attack in the literature can be directly
compared and we consider two baselines issued from the dataset and one from the
literature to compare against FRAUD-RLA. The first baseline is directly computed
from the simulated (validation) dataset and corresponds to the simulated fraudulent
transactions. We refer to this baseline as simulated frauds. The second baseline, also
issued form the dataset, corresponds to a clairvoyant attacker that is able to completely
empty the accounts, leaving a balance of zero after the attack. We refer to this baseline
as clairvoyant.

A more significant baseline is Mimicry [32], which we found to be the closest approach to
ours, although it requires some adaptations to account for the complexity of our threat
model. Since Mimicry is an adversarial model that produces adversarial samples by
learning from the distribution of real data, we must first relax our threat model and
assume that the attacker can retrieve a dataset of past transactions. Therefore, we
assume that the attacker has infiltrated a subset of terminals and is therefore able to
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Table 7.6: Mimicry (VAE) hyper-parameters.

Parameter Value
Number latent dimensions 86
Number of hidden dimensions 106
Learning rate 4.96 × 10−4

Training bath size 10
Number of epochs 2791
Quantile 0.9946
Number of transactions to generate 541
Number of infiltrated terminals 82
Weight of the KL divergence in the loss β 0.2539

collect a dataset of transactions on these compromised devices. This relaxation allows
for the recollection of a dataset of transactions and the training of the generative model.

The second adaptation is related to the chronological nature of the problem that
Mimicry originally overlooks. Since Mimicry only has access to transactions from the
compromised terminals, it is not able to learn a representative transaction frequency
for individual cardholders. As a result, we rather train Mimicry to mimic the hour
of the day in which transactions occur and perform the generated transaction at the
next occurrence of that hour of the day, i.e., in less than the next 24 hours. Finally,
to balance realism, frequency, and financial gain, we apply for each fraud the following
iterative approach:

1. Generate a batch of transactions

2. Select the transactions in the top k quantile, k being a hyper-parameter of the
algorithm

3. Sort the remaining transactions chronologically and select the closest one in time

In this work, we implement Mimicry as a Variational Auto-Encoder [84, VAE] (see
Subsection 2.2.2). We train the VAE to learn the distributions of amounts, terminals,
and hours of attack. To do so, we first take the transactions in the training set of a
number of selected infiltrated terminals, and keep only the amount, terminal coordi-
nates, and attack time. We then train a VAE to generate transactions that follow the
same distribution as the original ones. Attacks are then generated by sampling a batch
of candidate transactions from the terminal and selecting the one closest to the original
time. We fine-tune the model with Optuna [2], and show the hyperparameter values in
Table 7.6. The balance between attack frequency and stealth is implicit in the batch
size; a smaller batch results in a higher probability of a longer time distance between
consecutive attacks.

7.4.4 Experimental setup

The goal of this phase is to show that FRAUD-RLA is capable of rapidly improving
its effectiveness, stealing hundreds of dollars from each card. We compare it with three
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Algorithm 8 Filtering synthetic transactions using VAE
Require: Training set TR = {Xtr, Ytr}, threshold percentile k, trained variational

autoencoder VAE, time t0
Ensure: Normal, close in time, high-value synthetic transaction

1: Generate a batch X̂ using VAE
2: Select top k% percentile by amount:

X̂top ← {x ∈ X̂ | amount(x) ≥ PK(X̂)}
3: Sort X̂top by time distance from reference time t0
4: Select closest transaction:

x∗ ← arg minx∈X̂top
time_distance(x, t0)

5: return x∗

main baselines: the expected value that fraudsters can extract in the original dataset,
the amount stolen by Mimicry, and the total balance stolen cards have, which is the cap
for our algorithm. Following the threat model discussed in Section 7.2, we randomly
select 10% of the terminals to be the only ones in which the attacker can perform
transactions, and we test the performance of the attacks over 2000 cards, managing a
pool of 50 cards at a time. A card is either blocked because a transaction has been
classified as fraudulent by the FDS or because the cardholder has reported the fraud.
We model the fact that a cardholder will eventually mention a suspicious activity by
randomly selecting an expiration date from a normal distribution with a mean of 7 days
and a standard deviation of 1.5 days. For the rest of the work, we will also use VAE
to refer to Mimicry, and PPO and R-PPO to the traditional and recurrent versions of
FRAUD-RLA.

Table 7.7: PPO and R-PPO hyperparameters

Parameter PPO R-PPO
Actor learning rate 9.56 × 10−4 7.75 × 10−3

Critic learning rate 6.67 × 10−3 3.8 × 10−3

c1 start 0.92 0.41
c1 end 0.28 0.33
c1 annealing duration 2980 episodes 2728 episodes
c2 start 0.16 0.19
c2 end 0.08 0.03
c2 annealing duration 2012 episodes 1699 episodes
Train interval 63 transitions 6 episodes
Number of training epochs 15 52
Minibatch size 47 5
Normalize rewards True False
Normalize advantages True False
Gradient norm clipping None 2.39
GAE λ 0.95 0.95
Epsilon 0.2 0.2

Note that, unlike the baselines (Mimicry and Simulated), our method (PPO and R-
PPO) has to be trained as it interacts with the environment. We train our agent (PPO
and RPPO) with the two baselines (Simulated and VAE) with regard to these two



7.4. Experiments 109

metrics and discuss the results. During testing, simulated transactions are processed
chronologically by the FDS alongside the fraudulent transactions of the agent. Each
of these transactions is classified and incorporated into the dataset, which enables the
model to build aggregated features on top of them and apply frequency-detection rules,
which prevents attackers from inundating the system with transactions. Finally, once
a card has been detected or it exceeds its allowed time, we block it, meaning no further
transactions are allowed with it.

7.4.5 Results

7.4.5.1 Total amount compromised

We plot the average amount compromised with the 4000 cards by the three agents in
Figure 7.2. As expected, the clairvoyant the simulated frauds respectively have the
highest and the lowest performance. The first thing to note is that VAE is remarkably
close to the clairvoyant agent. This is to be expected given that our dataset does
not exhibit any concept drift or require algorithm retraining, and the compromised
terminals are sufficient to provide a proper representation of the dataset.

Figure 7.2: Total amount compromised with a budget of 4000 cards. These results are for 30
different seeds.

We can see that VAE compromises a total amount of 3.3M on average, while PPO and
R-PPO, respectively, reach a total amount of 1.25M and 952k. In that regard, VAE
is therefore three times 2.64× more effective than PPO and 3.45× more effective than
R-PPO. It is however important to keep in mind that PPO and R-PPO are trained
on-line and therefore take some time in the early stages of the attack in order to explore
the classifier boundaries.
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Figure 7.3: Average amount compromised per card over the course of the training. Results
are averaged over 30 random seeds, shown with 95% confidence intervals and smoothed with a
moving average with a window of size 20. Mimicry’s performance decreases due to the presence
of terminal aggregate features, which are initially irrelevant but become more important later.
PPO attacks, on the other hand, tend to avoid detection and remain longer in the system;
hence, the limited throughput used in these experiments causes PPO to only utilize a fraction
of the available cards. This property highlights the importance of cards’ availability when
designing attacks.

7.4.5.2 Amount compromised per card

We show in Figure 7.3 the average amount collected per over the course of the 4000
cards of the training set. Note that multiple transactions can be performed with a
single card and that this information is not represented in this plot.

We can see that PPO and R-PPO performance increases steeply with the first 1000
cards, then slightly increase between 1000 and 2000, and finally stabilize around their
best policy, which is sensible with the c2 hyperparameter annealing that encourages
exploration fading around that value. By the end of the training, PPO and R-PPO
are respectively able to compromise a total amount of 343 and 305 per card on average
while VAE reaches an amount of 835 per card. In that regard, VAE is 2.43× more
effective that PPO and 2.73× more effective than R-PPO.

7.4.5.3 Cause of detection

We show in Table 7.8 some insights on the causes of fraud detection for each algorithm,
where we can see that VAE and PPO encounter very different challenges, with VAE
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being mostly blocked by the rule-based classifier while PPO and R-PPO are mostly
blocked by the BRF.

Table 7.8: Causes of card blocking. The “Customer" row accounts for the cases where the
card holder blocks its account after mentioning a fraudulent activity. Results are averaged over
30 random seeds and shown with standard deviation.

Blocked by VAE PPO R-PPO
BRF 0.001 (±0.001) 0.673 (± 0.030) 0.559 (±0.061)
Statistical 0.000 (±0.000) 0.028 (± 0.003) 0.174 (±0.122)
Rules 0.226 (±0.021) 0.015 (± 0.002) 0.001 (±0.001)
Customer 0.772 (±0.021) 0.287 (±0.031) 0.265 (±0.067)

Table 7.8 shows the cause of detection for each card, with "Customer" meaning that
the card was blocked by the customer after the interval was due, but without any
transaction having been detected. The Table provides valuable insights on the attacks.
First, the VAE, which has been trained on training data, produces data with statis-
tical properties very close to those of genuine transactions and is therefore capable
of systematically bypassing the Balanced Random Forest and the statistical classifier.
Notably, the same does not always apply to rules, as excessive transaction frequencies
are often detected by the FDS. PPO and R-PPO, on the other hand, quickly learn how
to bypass the rules due to their adaptive nature. The BRF, with its more complex
decision boundaries, constitutes a more significant challenge and is capable of blocking
more than half of the cards used by both versions of the algorithm. The statistical
classifier, and specifically the check on the amount, constitutes another challenge, as
PPO is incentivized by its reward structure to output extremely high amounts. This
provides us with an intuition on how to stop both attacks. First, the non-adaptive na-
ture of VAE makes it vulnerable to carefully designed rules, especially if they concern
aspects the algorithm cannot directly learn, such as the time delay between consecutive
transactions from a customer. On the other hand, the statistical similarity between
the frauds generated by VAE and genuine transactions makes it extremely challeng-
ing to stop them with traditional classification algorithms. On the contrary, stopping
FRAUD-RLA seems to be mainly a question of making the tasks complex. Stopping
it from making transactions whose value is too high and presenting it with complex
classification algorithms both make the training process more challenging, limiting the
total average amount the algorithm is capable of stealing.

7.4.6 Unsupervised detection and results

The main limitation in our experiments so far has been the limited impact of aggre-
gated features on the system’s decision. Since frauds in the dataset are inserted in
an uncorrelated manner and do not present any temporal dynamics, the aggregated
features play a limited role in the decisions taken by supervised classifiers trained on
them.

To ensure the FDS is influenced by past transactions, we train an auxiliary unsupervised
classifier with the goal of detecting anomaly patterns. Since we train the anomaly
detector on all the features, it should be able to detect anomalous behaviors also in the
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aggregated features. As a classifier, we use the Isolation Forest (IFOR) classifier [95]
due to its simplicity and robustness to outliers.

The resulting FDS has the same recall on genuine data, but due to the higher num-
ber of false positives, it has a slightly lower precision and F1 score (See Table 7.9).
This aligns with previous fraud detection literature, which highlights the risk of false
positives when using unsupervised approaches [26]. The positive change in terms of
adversarial robustness, however, is dramatic. Mimicry, which lacks a concept of aggre-
gated features, is severely affected, with the average stolen amount per card decreasing
by over eight times (see Figure 7.4). Fraud-RLA is also affected; the amount stolen per
card is also slightly lower, and PPO takes more time to perform frauds on each card,
sometimes finishing after the deadline allowed in our experiments. Still, RL proves
here significantly superior to Mimicry: the method adapts to the new, more complex
scenario, and is capable of beating Mimicry both in terms of amounts per card (Table
7.4) and total stolen (Table 7.5.

The experimental results enable us to better understand which types of adversarial
attacks are most effective under different settings. Specifically:

– No dataset access In situations where the attacker does not have access to any
dataset to train Substitute models or Mimicry, Reinforcement Learning (RL)-
based attacks seem to be the most viable option, representing a threat without
any prior attackers’ knwoedge.

– Dataset available, minimal influence of side-effects: When a dataset is
available and side-effects are negligible (i.e., each attack is virtually independent
and does not influence the detection of the following ones), mimicry-based attacks
tend to outperform others.

– Dataset available, high influence of side-effects, no access to past trans-
action history: This is the scenario we observed when including the Isolation
Forest classifier.Isolation Forest classifier. In such cases, FRAUD-RLA regains
its advantage, as Mimicry tends to repeat the same attacks’ patterns and lead to
detection through aggregated features.

– Dataset and access to historical stolen card transactions available (as
in Carminati et al. [32, 33]): While not directly tested in our experiments,
prior literature suggests that when attackers have access to both datasets and
detailed history of previously compromised accounts, Mimicry or substitute model
attacks are particularly effective. These insights reinforce the idea that there is no
universal attack strategy. Instead, approaches like FRAUD-RLA (and RL-based
attacks more broadly) should be viewed as an essential component of attackers’
broader possible attack methods.
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Table 7.9: FDS metrics on the validation set after the inclusion of the Isolation Forest

Metric Value
Accuracy 0.98
Precision 0.25
Recall 0.44
F1-score 0.32

Figure 7.4: Average amount compromised per card over the course of the training. Results
are averaged over 30 random seeds, shown with 95% confidence intervals and smoothed with a
moving average with a window of size 20. The spike at the end is due to the way we record
episodes; each episode is measured when it is completed, rather than when it enters the system.
The last cards in the system are more likely to have survived multiple rounds than to have just
been selected.

7.5 Conclusions and future works

Adversarial attacks are a growing threat, and credit card fraud detection systems are
sensitive targets. The lack of research at the intersection of the two domains is a
potential vulnerability for existing fraud detection engines. It increases the likelihood of
catastrophic consequences should fraudsters identify and implement an effective attack
strategy. This work aimed to mitigate this problem by analyzing the domain’s main
features, with a focus on the differences between it and more traditional domains, such
as image recognition and malware detection.

Understanding the challenges attackers face is crucial when designing and modeling the
threat of advanced machine learning for fraud detection. Therefore, we expanded exist-
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Figure 7.5: Total amount compromised with a budget of 4000 cards when including anomaly
detection classification. These results are for 30 different seeds.

ing threat models to adapt them to credit card fraud detection. Specifically, we updated
existing approaches to consider the lack of human supervision, the limited data knowl-
edge and control, and the exploration-exploitation tradeoff. Using the defined threat
model as a blueprint, we developed FRAUD-RLA, a novel attack designed explicitly
to tackle the aforementioned issues. To do so, we modeled the problem of finding a
successful fraudulent pattern in the shortest possible time as a Partially Observable
Markov Decision Process, where the known fixed features represent the visible state
and the action corresponds to selecting the optimal values for the controllable features.
To optimize this problem, we employed Proximal Policy Optimization (PPO), a robust
algorithm able to optimize continuous policies with little hyperparameter optimization.

To evaluate our approach, we developed a robust classifier utilizing state-of-the-art
defenses to mitigate attacks. The resulting experiments, while highlighting the impor-
tance of having access to the classifier’s training data, showcase the effectiveness of
our approach in quickly learning an effective attack policy and bypassing the classifier.
Future evaluation is required. First, the impact of concept drift was outside the scope
of this work, but it may be significant for FRAUD-RLA and, even more so, for the
compared baselines. Second, the use of adversarial training and other defenses was
outside of the scope of this work, but should be carefully evaluated. More generally,
further experimental validation on both synthetic and real-world datasets is needed to
fully assess the risk. Still, our results already illustrate the significant vulnerabilities
exposed by adaptive, learning-based attackers. Improving our understanding of adver-
sarial security of fraud detection systems will be crucial in developing effective defenses.
As security is frequently evaluated through the lens of red teaming [9], it is imperative
to use the appropriate tools for comprehensive assessments and improvements. We
designed FRAUD-RLA to fill that role eventually.
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Future work may span several challenging directions. First, different reinforcement
learning algorithms could be tried, such as contextual bandit algorithms [83, 171],
that are dedicated to stateful single-step problems. Moreover, FRAUD-RLA could be
extended to tackle other fraud detection aspects that we did not consider in this work,
such as the presence of categorical variables and the possibility of delayed feedback
caused by the presence of humans in the loop. More generally, assessing FRAUD-RLA
in even more realistic environments is a necessary step to move beyond the lab-only
evaluation phase [7] and transform it into a proper system to evaluate the robustness
of the existing engines in production. Another promising direction would be to utilize
FRAUD-RLA to develop robust defenses that can mitigate the effectiveness of attacks
based on reinforcement learning in credit card fraud detection. Following this direction,
we are currently researching the effectiveness of training a classifier to prioritize learning
from features that are uncontrollable or unknown to the attacker to achieve robust by
design credit card fraud detection.

7.6 Ethics Considerations and open science

Machine learning systems are employed in various applications, and research should
always make them more secure. Unresponsable disclosure of vulnerabilities can give
attackers a head start and severely limit the systems’ security. Researching vulnerabili-
ties, however, remains crucial to mitigate the risk posed by zero-day threats. Adversar-
ial machine learning literature, for instance, is built on the assumption that published
attacks improve our understanding of machine learning models’ vulnerabilities.

In this contribution, we did not aim to exploit vulnerabilities of any specific system.
Instead, we used open research as a baseline to define how fraud detection engines
work. Our threat model and the attack we designed are not intended to directly apply
to any system in production. As stated in Section 7.5, this would require updating
the attack to address issues such as categorical variables, transaction frequency caps,
and, in general, the multiple challenges that real-world systems present, which are not
currently described in the literature. However, reinforcement learning does threaten
fraud detection, as it has been shown to do in malware detection [78] and as we showed
in this work. In reality, the lack of research on the topic is arguably one of the main
vulnerabilities, as it increases the chance attackers may find successful strategies that
employ reinforcement learning before the community has a solid understanding of the
threat.

Therefore, the primary goal of this chapter is to provide a framework for studying these
attacks and their potential to challenge the robustness of systems. First, this could be
utilized by fraud detection practitioners to evaluate their systems, possibly extending
and modifying FRAUD-RLA to use it for their own testing purposes. Ultimately,
however, our work is intended to help us understand how to defend against RL-based
attacks. Hopefully, FRAUD-RLA will help us and other researchers towards achieving
this goal in the shortest possible time. Finally, all experiments were conducted on
openly available data without targeting any in-production system. Finally, the threat
model and the theoretical analysis were based on published works, and this chapter is
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designed to be fully open and reproducible.
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Chapter 8

Conclusions

The increasingly ubiquitous role of data-driven applications has highlighted the need
for trustworthy machine learning. Security, privacy, explainability, and fairness are
not just desirable features; they are essential requirements. This thesis contributes
to the broader discussion on trustworthiness by focusing specifically on the challenge
of security within the context of fraud detection. Throughout this journey, we have
worked to provide a systematic analysis of the threats posed by fraud detection sys-
tems, evaluating attacks and discussing how to mitigate their effectiveness. While
this work has helped identify key vulnerabilities and explored new research directions
through the development of algorithms like ADV-O and FRAUD-RLA, the field re-
mains open. Fraudsters might develop new algorithms that employ entirely different
approaches, thereby bypassing the defensive mechanisms that have limited the effec-
tiveness of FRAUD-RLA. Similarly, while we have highlighted mechanisms that hinder
fraudsters’ capabilities, new defensive strategies could be developed to maximize their
effectiveness.. Ultimately, this research should not be seen as a definitive endpoint.
Rather, it is a step in an ongoing journey toward securing machine learning applica-
tions and, in particular, credit card fraud detection.

The rest of the chapter is organized as follows. In Section 8.1 we build a summary of the
main contributions highlighted in the previous chapters, showing how they intertwine
and the overall improvement they bring in fraud detection security. In Section 8.2 we
reflect on the main lessons learnt throughout this journey. This chapter is a personal
one in this thesis; it answers the question "What do I wish I had known before starting
this research?". Section 8.4 presents how this research has shaped other contributions
I made to the field of security during my Ph.D. in areas such as phishing detection and
federated learning. We also discuss here the main future directions we see.

8.1 Contributions

Credit card fraud detection offers a significantly different robustness landscape com-
pared to more studied domains, such as image recognition. Limited card budget, time-
dependent features, concept drift, and the lack of human supervision present the at-
tacker with novel challenges and opportunities; the lack of understanding of how they
affect adversarial attacks in the domain leaves room for skillful attackers to create new
attacks, exploiting the gap in the research and the difficulties in assessing the severity
of the threat.

This research asked two main questions: Is credit card fraud detection robust against at-
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tackers? What are the main challenges to ensuring its robustness? In trying to answer
this question, it quickly became clear how broad the scope of the research actually was:
researching the security of an application requires a deep understanding of its func-
tioning, accurate and comprehensive threat modeling, and deep penetration testing,
which, in turn, requires combining existing and novel approaches to assess machine
learning security. We noticed, however, that the question could be decomposed into
more specific sub-questions, each addressing a different aspect of the broader challenge.

First, we needed to study the state of the art and clearly define the scope of the research.
On the one hand, this proved extremely easy; a very limited number of works tackling
this issue exist in the literature, and studying and understanding them required little
time. Properly defining how attacks against fraud detection systems differ from other
applications of adversarial machine learning, and identifying the main aspect we would
focus on, took us more time. The main feature we found is the limited number of cards
fraudsters have. Each card is distinct from the previous one and has a unique story,
forcing attackers to merge the phases where the attacker learns from the model and
the attack execution phase.

Having defined the foundations of this research, the first open question was whether
existing methods from the adversarial machine learning literature could be reused in
the fraud detection domain. A natural starting point was the work of Carminati et al.
[33, 34], which was specifically developed for fraud detection scenarios and thus aligned
well with our objectives. As discussed in Chapter 7, problem-space attacks also pre-
sented a viable approach. However, the vast majority of adversarial attacks have been
developed in the context of image recognition. Therefore, determining whether such
attacks could be effectively adapted for this new domain represented a critical turning
point in shaping the direction of our research. In our first study, published in [102]
and discussed in Chapter 5, we analyzed several prominent image recognition attacks
to assess whether they could be modified to address the domain of fraud detection.
Specifically, we focused on the constraints that most attacks pose on the magnitude of
the attack, measured as the distance between the original and adversarial observations
in the feature space. In fraud detection, where this is not a constraint, it becomes a
limitation, making well-known attacks ill-suited for use.

The second research question focused specifically on the challenges and characteris-
tics of detecting credit card fraud. This domain has been studied for decades, with
numerous papers addressing issues such as extreme class imbalance, the presence of
concept drift, and recurring fraudulent patterns, as well as constraints including de-
layed human feedback and the need to limit false positives due to the high cost of
manual investigations. These studies have significantly advanced the field, yet they
have largely approached fraud as a static classification problem, with limited consid-
eration for the dynamic and strategic nature of fraudster behavior. In particular, no
formal or quantitative model of the fraudster had ever been proposed. This left open
critical questions; Do fraudsters know what happened to the cards they stole? How do
their decisions evolve in response to system feedback or card status? Addressing these
questions could serve two key purposes: it would enable the design of a more realistic
and threat-aware fraud detection framework, and it could also lead to the development
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of a novel oversampling algorithm grounded in the behavior of attackers.

The result, detailed in Chapter 6 and published in [101], is ADV-O, a technique that
captures and simulates fraudster decision-making patterns to enhance both robustness
and detection accuracy. ADV-O attempts to model two distinct processes: the one
leading to the first generation of fraud, given the previous genuine transactions per-
formed with the card, and the generation of a fraudulent transaction as a function of
these previous ones. Three main results were achieved in this paper. First, we no-
ticed it was impossible to predict the features of the first fraud generated with a card
given the previous genuine transactions, suggesting that fraudsters do not change their
attack patterns due to the previous transactions, either because they do not want it
or because, as we think, they cannot access this information. We were instead able
to model the fraud generation process as a time series, where frauds with the same
cards are strongly correlated. We used this to create a synthetic generation algorithm,
which enriches existing datasets with new artificial frauds created using this model and
achieves performance in line with other State-of-the-art oversampling algorithms.

The last step of this thesis was a realistic assessment of the threats posed to credit
card fraud detection. Previous works [32, 33] have focused on a specific threat model,
where fraudsters can observe a training set and the previous transactions performed
with each card, and can therefore build a surrogate model on the aggregation and
optimize attacks to bypass it. Our experience, however, suggests that the majority of
fraudsters cannot observe either of the two. They might, however, draw inspiration from
problem-space attacks in other applications [158, 132] and utilize them to generate new
attacks. This led to the development of FRAUD-RLA (Chapter 7), an RL-based attack
optimizing the exploration-exploitation tradeoff through PPO. The algorithm is capable
of generating fraudulent transactions without any prior knowledge. Fortunately, we
have also observed that incorporating unsupervised techniques into the fraud detection
process can partially mitigate its effectiveness; however, further research on defenses is
needed.

8.2 Lessons learned

This thesis is the result of a four-year exploration at the intersection of adversarial ma-
chine learning and credit card fraud detection. Throughout this work, we have outlined
the contributions we made to the scientific literature, both in terms of methodological
innovation and the development of new models and algorithms. This Section collects
instead the main lessons I learnt during this process. These reflections are intended
for those who wish to examine the robustness of fraud detection systems and, more
broadly, for those interested in advancing the study of AML in areas and applications
that have so far remained underexplored.

Let us start with the study of adversarial attacks. Specifically, as we attempted to apply
the ideas from AML to credit card fraud detection, it became increasingly clear that
a one-size-fits-all solution is unlikely to be feasible. First, no single attack can serve
as the benchmark for evaluating robustness, as it all depends on the specific threat
being evaluated. If we assume that most attackers won’t have access to a bank dataset,
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then FRAUD-RLA is currently the most realistic threat, and we can consider RL-
based attacks as the primary challenge to defend against. If we instead assume potent
attackers, then Mimicry and Surrogate Model attacks become a significant danger.
Attackers have a quiver full of different arrows, and they can choose which one to use
to adapt to our model adversarially. We should always be aware of all of them. While
this thesis has focused less on the defense part of the equation, we saw in Chapter 5
how simple changes like the implementation of a particular feature engineering system
can stop various attacks from happening. Similarly, the experiments on FRAUD-RLA
(Chapter 7) showed that different algorithms have significantly different robustness,
and that aggregated features reduce the effectiveness of all attacks, even when they
cannot prevent them completely. In this sense, this thesis showed that defending an
application is a task that extends beyond the design of adversarial defenses, with the
variety of solutions being a crucial component of a solid defense.

Let us now discuss which attacks should be chosen when assessing an FDS. If the prob-
lem is easy (as was the case of our simplified experiment in Chapter 5), even simple
heuristics like the Random Sampler Attack suffice. The more we move towards tradi-
tional computer vision problems, where the imperceptibility of attacks is important,
the more traditional attacks are effective and should be considered. When we consider
feature sparsity and other domain-specific challenges, ad-hoc solutions should instead
be preferred. Mimicry more easily bypassed the simpler version of the classifier than
Fraud-RLA. It is also clearly not competitive in the image domain, where gradient
ascent and approaches like the Boundary attack are superior. However, when the tar-
get is a system, RL has the clear advantage of directly optimizing for the task; it is
more straightforward to learn the best policy to collect the maximum by passing from
a multi-layered fraud detection system than finding an attack for each of the ML com-
ponents of the system, combining them and adding a tool like operational research to
optimze the amount. This makes it a vital security tool.

Finally, what percentage of our findings is specifically related to fraud detection? Many
of the challenges and strategies observed in fraud detection are shared with other secu-
rity applications, such as malware detection. For example, attacks in fraud detection
need to:

– operate in a complex data space, where actions have numerous side effects and
subtle consequences (see the effects on the aggregate features), making the design
of effective attacks and defenses a complex problem.

– happen online, adapting to an ever-changing environment. The optimal timing of
an attack becomes part of the adversary’s strategy, turning adversarial machine
learning into a streaming or online learning problem.

– not necessarily minimize perturbation or distance, as attackers can often freely
choose certain input values within a plausible context, for instance, maximizing
the stolen amount without violating basic consistency rules.

In this sense, it is not surprising that reinforcement learning, which has proven suc-
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cessful in other similar applications, has also proven to be a winning strategy in fraud
detection.

To our knowledge, other features are instead specific to fraud detection. There are,
however, some characteristics that we think are specific to fraud detection only and
should not be considered when working in other applications. The two main examples
are both linked to card payment dynamics: the complex feature engineering and the
challenge of reproducing successful attacks. In fraud detection, each card has different
characteristics and a different transaction history. As a result, attackers must often
learn patterns on a per-card basis, while exploiting as much knowledge as possible about
the target fraud detection engine. Furthermore, each attempt may lead to detection
and the loss of access to a valuable asset. In contrast, in domains like software security,
a successful attack can typically be replicated across thousands or millions of systems
without the same limitations in frequency or quantity. This creates a much stronger
exploration-exploitation tradeoff than in other adversarial domains, and shall be taken
into consideration when modeling attackers in fraud detection.

8.3 Defending against adversarial attacks

Throughout this thesis, we have discussed the security of fraud detection systems by
taking an attacker’s point of view. By studying fraudsters and highlighting the chal-
lenges and opportunities they face, we have created a more comprehensive landscape
of adversarial security in credit card fraud detection. Let us now conclude this thesis
with a brief discussion on what this means to us when developing the defenses.

First, in Chapter 5, we have highlighted how distance-based measurements on perfor-
mance attacks are not viable in fraud detection, where fraudsters can freely select the
value of certain features. This gives us a valuable hint towards the development of
defenses; defenses that are based on small quantities of noise or features robust against
small changes are not a proper solution.

An interesting defense approach emerges from the results of Chapter 6: fraudsters may
not know or be able to control certain features. While we did not investigate it in
this thesis, a plausible conclusion is that if we are able to design classifiers that are
more heavily influenced by features that are unknown or uncontrollable to the attacker
without dramatic accuracy drops, this could lead to the development of a dramatically
more robust FDS.

Finally, a promising direction comes from the experimental results of Chapter 7. There,
we have shown how 1) the presence of multiple non-deterministic layers of detection is
an obstacle to the effectiveness of RL-based classifiers, 2) the introduction of an unsu-
pervised classifier that works on the aggregated feature space completely changes the
attacks’ effectiveness landscape, and generally affects all of the tested attacks. Investi-
gating the effectiveness of creating complex loss landscapes for attackers is a promising
direction, especially considering that, contrary to domains like image recognition, at-
tackers have a severely limited number of queries, facing all the challenges discussed in
Chapter 5.



124 Chapter 8. Conclusions

8.4 Extensions and future works

The bulk of our research, as described throughout this thesis, has been heavily focused
on evasion attacks against fraud detection systems. In broader terms, however, we were
working on one application of machine learning security, and the lessons I learned in
doing so helped me when tackling different challenges in the same broad domain.

The first parallel contribution originated from a collaboration with Politecnico di Mi-
lano. Working with a research group that was researching the use of unsupervised
federated learning, we designed one of the first poisoning attacks against federated
contrastive learning algorithms. The research was brought on by a master’s student
during his thesis, called "BadAvg: aggregation-aware backdoor attack against Feder-
ated Contrastive Learning" and co-supervised by me. We plan to finalize an article
next month. The full description of the algorithm is outside of the scope of this thesis,
but some of the intuitions behind it are inherently connected with this work.

First, most poisoning attacks in the literature assume that the training process of
the model is performed on a secure platform, and attackers can only insert malicious
inputs to cause a misclassification at test time. This makes sense in most contexts,
but in federated learning, clients are notoriously not trustworthy, meaning we could
assume full control of the training process. Dropping constraints that are unnecessary
for the specific application is akin to what we did in Chapter 5 when we dropped the
imperceptibility constraint of the attacks.

The second element is the combination of different approaches to design an effective at-
tack. Previous literature has developed effective attacks against unsupervised learning
algorithms, such as encoders [10], and has explored backdoor attacks against supervised
federated learning algorithms that can resist the aggregation process. To our knowl-
edge, no work has ever combined the two solutions, as we did in designing BadAvg,
which builds on and extends the two approaches.

The second occasion on which I could apply the experience matured through this thesis
was the "AI Cybersecurity DeepHack: Advance European Capabilities." The goal of the
challenge was to propose an idea for an anti-phishing system usable by both civilian
and military actors. The solution we propose, called "MORPH (Machine-learning for
Observing Robust Phishing Hazards)," leveraged a federated learning setting to train
a classifier and a simple adversarial training process to ensure its robustness. The idea
was the following: starting from a detected phishing mail, we try to substitute one word
at a time with a relevant word which is close enough in the embedding space (we used
Word2Vec for testing it [110]), maintains a similar contextual embedding (for instance,
using Bert [54]) and has a lower confidence score when classifying the mail as phishing.
The process stops when the mail is not classified as phishing. The idea behind the attack
is that we can use the contextual embedding to capture the meaning of a sentence,
meaning that if the attack is close enough to the original mail, it will maintain a similar
intent, hence preserving the message semantics. The resulting White-Box attacks are,
in effect, an adaptation of the problem space attacks described in Chapter 4 to the NLP
domain, and can serve as a starting point for developing adversarial learning loops. The
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proposed solution obtained second place in the competition, and we intend to research
the topic further, possibly considering a commercial development of the idea.

In this thesis, we have tried to bridge the two fields of credit card fraud detection
and adversarial machine learning, an intersection that has been largely ignored by the
scientific literature so far. As one of the first works in the field, it has highlighted
multiple research directions; however, further development is still needed to enhance
both the theoretical and practical understanding of adversarial machine learning in the
context of fraud detection.

First, having verified the effectiveness of RL-based adversarial attacks through the
development of FRAUD-RLA, the next step is to design and implement defenses that
can mitigate such threats. This may involve system-based protections, as well as model-
based strategies, such as enhancing the weight of features that are uncontrollable or
unknown to the attacker. In parallel, it is important to expand FRAUD-RLA to operate
under delayed feedback scenarios, where human intervention and other factors create a
delay between the execution of a fraudulent transaction and the block of the card used
to generate it. This extension would be even more representative of real-world fraud
detection systems and would not only help assess the threat that RL-based attacks pose
under more realistic constraints but could also inform the design of defense mechanisms
based on such mechanisms.

A second path would be to confirm the results obtained in ADV-O using different
real-world industrial datasets. Specifically, it is necessary to verify that the behavioral
patterns observed in our analysis, such as attackers not mimicking cardholder behavior,
hold and are not specific to the dataset we used. In general, more collaborations
with companies focused on adversarial aspects of fraud detection and cybersecurity
should be pursued. These partnerships can provide access to richer datasets, insights
into emerging threats, and opportunities to test proposed defenses. Close industry
collaboration will also help ensure that academic work addresses the most pressing and
realistic challenges.

Finally, it would be valuable to extend the findings of this thesis to other applications.
We have already observed analogies while working on contrastive learning and phish-
ing detection, where adversarial dynamics also play a significant role. More generally,
We hope the analysis we did on fraud detection may inspire new approaches and per-
spectives for those working on machine learning security across different domains. In a
world where cybersecurity is more crucial than ever, we cannot afford to be unprepared.
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